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Abstract

Wireless sensor networks consisting of numerous tiny low power autonomous sensor nodes
provide us with the remarkable ability to remotely view and interact with the previously un-
observable physical world. However, incorporating computation intensive security measures
in sensor networks with limited resources is a challenging research issue. The objective of our
thesis is to explore different security aspects of sensor networks and provide novel solutions
for significant problems.

We classify security mechanisms into two categories - active category and passive cate-
gory. The problem of providing a secure communication infrastructure require active security
measurements. Key pre-distribution is a well-known technique in this class. We propose a
novel 2-Phase technique for key predistribution based on a combination of inherited and
random key assignments from the given key pool to individual sensor nodes. We develop an
analytical framework for measuring security-performance tradeoffs of different key distribu-
tion schemes. Using rigorous mathematical analysis and detailed simulation, we show that
the proposed scheme outperforms the existing solution in every performance aspect.

Secure data aggregation in wireless sensor networks is another challenging problem re-
quiring active measures. We address the problem of stealthy attack where a compromised
node sends wrong/fictitious data as a reply to a query. We propose a novel probabilistic
accuracy model which enables an aggregator to compute accuracy of each sensor reading
by exploiting spatial correlation among data values. We also propose some novel, energy
efficient statistical methods to enable a user accept the correct value with a high probability.

Increasing network lifetime is a passive security mechanism which enables many security
mechanisms to work more efficiently. We define length-energy-constrained optimality criteria
for energy-optimized routes that impose uniform energy distribution across the network,
thus preventing expedited network partition. We propose three different distributed, nearly-
stateless and energy efficient routing protocols that dynamically find optimal routes and
balance energy consumption across the network. We show that global energy information
acquired through this process utilized in conjunction with energy depletion control in the
sensornet ensures a significant improvement in terms of network lifetime.



Chapter 1

Introduction

1.1 Motivation

Recent advances in wireless communication and remote sensing technology have led to the
emergence of wireless sensor networks as a new tool for closely observing the world around
and within us. Several unique features have distinguished sensor networks from other tradi-
tional wireless networks and made them attractive for a broad spectrum of applications.

e Sensor nodes being tiny, low power and low capacity, a sensor network can be deployed
on a very large scale (several orders of magnitude higher than traditional wireless
networks) in resource limited and harsh environments where human intervention is not
possible or desirable [3], [42]. For example, battlefields, habit monitoring in forests,
ecological contamination sites, seismic zones and so on.

e Nodes being equipped with integrated sensing and data processing capabilities, sensor
networks can acquire spatio-temporally dense and localized data at a very low expense
and frequently in time [39, 15, 28|.

e Sensors being able to be very close to the phenomena of interest, distributed sensing
improves signal-to-noise ratio and allows greater fidelity of data with the potential to
reveal previously unobservable phenomena in the physical world.

Interestingly however, the strengths of a wireless sensor network also contributes to its main
drawbacks. In order to make large scale and low expense deployments possible, sensor
nodes are made low in capacity and tiny with limited hardware facilities. Sensor fields
being deployed in hostile environments, nodes are unattended and unreplenishable. These
severe operational constraints expose sensor networks to the risk of a variety of security



threats and attacks. Different types of attacks include denial of service, spoofed, altered,
or replayed routing information, selective forwarding, stealthy attack and so on. Sensor
network researchers, therefore, face the challenge of maximizing network security subject
to stringent resource constraints [46, 50, 55, 54, 49]. Apart from resource constraints, the
following characteristics of sensor networks add to the challenge of security research.

e The range of application domains varies widely and security threats for sensor networks
are extremely application specific. For example, battlefield applications are more prone
to denial of service attacks while habitat monitoring or other environmental applica-
tions are subject to eavesdropping or stealthy attack. Therefore, there exists no single
unique solution that can provide the most heightened security for all types of sensornets
at the least expense of resources.

e In-network data aggregation makes the design of a secure routing protocol more com-
plicated. Intermediate routers in conventional networks do not have access to the
content of messages, thereby enabling end-to-end security mechanisms such as SSH or
SSL possible. A secure routing protocol only requires to guarantee message availability.
However, in sensor networks, intermediate nodes need direct access to the content of
the messages in order to perform in-network data processing. Thus end-to-end security
mechanisms are not feasible.

e Uneven energy consumption across sensor networks leads to early network partition
even when most of the nodes are active, resulting in a drastic reduction in the integrity
of the network component still attached to the base station. A smaller network size
will enable an adversary to perform more expensive attacks at lesser cost.

1.2 Thesis Objectives

We classify security mechanisms for a wireless sensor network into two broad categories:
e active security mechanisms
e passive security mechanisms.

While different protocols for encrypting data, building a secure communication infrastructure
or preventing specific attacks belong to the active category, resource efficient protocols and
algorithms for different activities at different layers of protocol stack are classified as passive
security mechanisms. Active security mechanisms require intense computations but are
often restricted by resource constraints of sensor networks. Passive security mechanisms



aim at saving resource energy and increasing network lifetime as much as possible, thereby
preventing more powerful attacks by an adversary and enabling implementation of more
computation-intense security mechanisms that provide more tightened security.

In this thesis, we focus on the following security problems:

e bootstrapping problem and secure data aggregation in the active mechanism category,
e energy optimized routing in the passive mechanism category.
Objectives of the thesis are as follows:

e To provide an overview of sensor networks that enables in-depth understanding of the
security problems dealt in the thesis.

e 'To provide thorough survey of related previous works along with their drawbacks.

e To provide new solutions that outperform the existing solutions by overcoming the
corresponding drawbacks.

1.3 Thesis Contributions

There are four main contributions of this thesis:

e The thesis contains a comprehensive overview of wireless sensor networks and a survey
of previous works along with their corresponding drawbacks in the fields considered in
the thesis.

e We consider the bootstrapping problem in wireless sensor networks and have following
contributions:

— We propose a novel key pre-distribution algorithm named 2- Phase key pre-distribution
that improves the connectivity and capture-resiliency properties of loading sensor
nodes with a combination of randomly derived and inherited keys.

— We develop novel quantitative metrics that measure any key predistribution schemes’
security-performance tradeoffs in terms of the network resiliency to node/key cap-
ture, the number of available secure links and the key (memory) requirement per
node for a given level of connectivity.

— We analytically evaluate our algorithm using the proposed framework and com-
pare it with the existing algorithm named random key pre-distribution.



— We show both analytically and by simulation that our solution outperforms the
existing random pre-distribution scheme by simultaneously providing better con-
nectivity and higher resiliency to enemy attack.

e We address the problem of enabling secure information aggregation and have the fol-
lowing contributions:

— Previous works on this problem provides a solution by unrealistically limiting the
number nodes that an adversary can compromise. We provide a more general
solution which does not require this assumption.

— We provide an analytical model of computing data accuracy based on spatial
correlation of data values.

— We provide a novel algorithm which computes a weighted aggregate of data by
attaching less weights to the sensor readings which are more likely to be wrong
according to the proposed data accuracy model.

— We show by simulation that the weighted aggregate is more accurate than a simple
aggregate.

— We consider the problem of data aggregation when an aggregator is corrupted.
We propose several solutions based on statistical estimation of parameters in a
multi-aggregator set-up.

e We address the problem of length-energy-constrained routing in a wireless sensor net-
work to increase network lifetime as a passive security measure and have the following
contributions:

— We propose a decision theoretic paradigm for solving the problem of finding
energy-optimal routing paths with bounded path length. We define a routing
game in which sensors obtain benefits by linking to healthy nodes while paying a
portion of path length Thus sensor nodes modelled as intelligent agents cooperate
to find optimal routes.

— We show that using limited global information on node-energies combined with lo-
cal geographic forwarding can remarkably improve network lifetime. We propose
three distributed and nearly stateless inter-cluster routing protocols which con-
sider path length and energy costs and yield significant improvement in network
lifetime.

— We evaluate our routing protocols using the ns-2 simulator. Simulation results
indicate that all the protocols are enormously effective in reducing energy devi-



ation, thereby leading to equitable residual energy distribution across the sensor
network. Thus the protocols should have a significant impact on sensor network
survivability.

1.4 Thesis Organization

The thesis is organized as follows. Chapter 2 provides an overview of wireless sensor net-
works and attack models together with reviews of related literatures. In chapter 3, we deal
with the bootstrapping problem. We provide literature reviews and our solution together
with simulation results. In chapter 4, we present the problem and solution of secure data
aggregation together with relevant literature reviews. In chapter 5, we consider the problem
of energy-optimized routing and provide our solutions together with an overview of related
works. Lastly, chapter 6 contains a summery of the thesis and discussion of future works.



Chapter 2

Overview of Sensor Networks

2.1 Introduction

The explosive growth of wireless communications and electronics has enabled the develop-
ment of low-cost, low-power, multifunctional sensors. Composing these sensor nodes into
sophisticated computational and communication infrastructures to form wireless sensor net-
works is a unique challenge to modern technology.

Wireless sensor networks consist of numerous tiny low-cost, low-power sensor nodes de-
ployed densely in terrains where human intervention is impossible [1, 2, 3]. Individually,
each node is autonomous and has short range. Collectively, these nodes cooperate to collect
and disseminate information from a large area. The main features of a sensor network are
as follows:

e The position of sensor nodes need not be engineered or predetermined, thereby enabling
random deployment of nodes in inaccessible areas and disaster relief operations.

e Wireless sensor networks possess self-organizing capabilities.

e Sensor nodes being fitted with an on-board processor can locally carry out simple
computations and transmit only the required and partially processed data.

These features enable a wireless sensor network to lend itself to a very different set of
applications than a network with a small number of powerful long-range sensors. A central-
ized, long-range approach fail in complex, cluttered environments where line-of-sight paths
are typically very short. For example, satellites are not very good at detecting individual
animals in a forest, objects in a building, or chemicals in the soil. Moving to a distributed



collection of shorter-range sensors can dramatically reduce the effect of clutter. By increas-
ing the number of vantage points, it is more likely that an area will be viewable, even when
line-of-sight paths are short. Many interesting phenomena which are localized cannot be
effectively sensed from a long distance. Temperature and humidity are excellent examples.
In such cases, distributed sensing improves signal-to-noise ratio, thereby allowing greater
fidelity in the collected data.

This chapter is organized as follows. In the next section, we present some important
applications of sensor networks. Then we provide an overview of design factors and wireless
sensor network architectures. In the next section, a brief overview of different layers of
sensor network protocol stack has been provided along with some important protocols for
each layer.

2.2 Applications of Sensor Networks

2.2.1 Military and Defense Applications

The main battlefield applications of sensor networks include surveillance and target tracking,
real time monitoring, reporting threat data and giving precise location information. Defense
Advanced Research Projects Agency (DARPA) has started Sensor Information Technology
Program (SenselT) [4] which have been pursing research in battle field oriented application of
sensor networks. SenselT networks support low latency, energy-efficient operation, built-in
autonomy and survivability, and low probability of detection of operation, thereby enabling
important battlefield activities such as detection, identification, and tracking of threats, as
well as targeting and communication, both within the network and to outside the network.

Tactical Automated Security System (TASS) [5] is used for Perimeter security.

The Wide-Area Tracking System (WATS) [6] is a network of gamma and neutron de-
tectors and communications links which can detect and track any ground -delivered nuclear
material. The sensors can be permanently deployed at chosen locations or mounted in vans
for deployment on demand to protect specific areas for specific situations or events.

Another military application is Laboratory-developed Counterproliferation Analysis and
Planning System (CAPS) [6] which can model the various processes (chemical, biological,
metallurgical) used by proliferators to build weapons of mass destruction and their delivery
systems. Thus, CAPS helps users identify critical processing steps or production facilities
whose destruction can prevent that country from producing weapons of mass destruction.



2.2.2 Habitat Monitoring

Wireless sensor networks being capable of collecting localized data from complex and clut-
tered environment have widespread applications for habitat sensing for biocomplexity map-
ping. One of the applications is Great Duck Island System (GDI), developed in Great Duck
Island, Maine by researchers from UCB/Intel Research Laboratory, to monitor the behavior
of storm petrel [7]. Sensors used in this application are Atmel Atmega running at 4 MHz,
916 MHz radio to provide bidirectional communication at 40 kbps and a pair of AA batteries
to provide energy.

PODS [9] is a remote ecological micro-sensor network which investigate why endangered
species of plants will grow in one area but not in neighboring areas. This network uses nodes
called Pods that consist a computer, radio transceiver and environmental sensors sometimes
including a high resolution digital camera and relay sensor data via wireless link back to the
Internet. PODS collect two types of sensor data - weather data that are collected every ten
minutes and image data that are collected once per hour.

Some other methods for habitat monitoring are target classification by maximum cross-
correlation between measured acoustic signal and reference signal, localization using TDOA-
based beamforming, and data reduction using zero-crossing rate technique [8]. A prototype
testbed consisting of iPAQs is used to evaluate the performance of those target classification
and localization methods.

2.2.3 Environmental Observation and Forecasting System

Environmental Observation and forecasting system (EOFS) is defined as a large distributed
system which spans a large geographic area to forecast phenomena such as flood, draught,
environmental pollution etc. Automated Local Evaluation in Real-Time (ALERT) [10] is the
first well-known wireless sensor networks deployed in real world. Developed by the National
Weather Service in 4 the 1970’s, ALERT provides real-time data on rainfall and water level
to evaluate the possibility of flooding. ALERT uses meteorological/ hydrological sensors,
such as water level sensors, temperature sensors, wind sensors etc which transmit data via
light-of-sight radio communication from the sensor site to the base station. A Flood Forecast
Model processes those data and issues automatic warning. Currently ALERT is deployed
across most of the western United States.

2.2.4 Health Applications

Applications in this category are designed for telemonitoring of human physiological data.
Promising research works are being conducted on projects of embedding wireless biomedical



chips inside human body to meet additional safety and reliability challenges. Smart Sensors
and Integrated Microsystems(SSIM) [11] is one such example that builds retina prosthesis
chips consisting of 100 microsensors that can be implanted within human eye allowing pa-
tients with limited or no vision to see at an acceptable level. The wireless communication
system in this application provides feedback control,image identification and validation using
a LEACH [18] like cluster-based system or a tree-based system. Some similar applications
are Glucose level monitors, Organ monitors, Cancer detectors and General health monitors.

Realization of the above mentioned applications requires some special design features
which distinguish a wireless sensor network from traditional wireless ad hoc networks. In the
next subsection, some of the special design issues of wireless sensor networks are discussed.

2.3 Design Factors and Communication Architecture
of Sensor Networks

Sensor Networks are generally scattered in a sensor field. the network. Sensor nodes collect
information according to the query, perform in-network data processing and send that infor-
mation back to the sink through a reverse multicast tree. The sink may communicate with
the task manager node via internet or satellite. We provide brief descriptions of different
components of a sensor network as follows.

2.3.1 Hardware Design of Sensor Nodes

A sensor node is composed of four basic components : a processing unit, a sensing unit, a
power unit and a transceiver unit. A brief description of each component is provided below:

e The processing unit, usually associated with a small storage unit, is responsible for
data processing and other assigned tasks by collaborating with other sensor nodes.

e The sensing unit is composed of two subunits: sensors and analog-to-digital converters
(ADC). Sensors produce analog signals based on their observations. Those signals are
converted into digital signals by ADC and are turned into the processing unit.

e The power unit is responsible for supplying powers from power generators such as
battery or solar cells.

e The transceiver unit connects the node to the network.
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In addition to these basic components, sensor nodes can be equipped with location finding
systems and mobilizer depending on specific applications. Location finding systems (such
as GPS) spots a location with a high accuracy. A mobilizer helps a sensor to move to a
required position.

Some of the most important characteristics [19, 15, 14| of a sensor node are listed below:

e All of the components of a sensor node fit into a tiny module smaller than even a cubic
centimeter.

e A node consumes extremely low power and operate in high volumetric densities.
e A sensor node is low cost, unattended and dispensable.

e A sensor node operates autonomously and is adaptive to the environment it is deployed.

2.3.2 Sensor Network Topology

Sensor nodes are deployed in a sensor fields in tens of thousands. Depending on the area of
the sensor field, the maximum node density can be as high as 20 nodes/m3 [12]. There are
three phases of sensor deployment and topology maintenance.

e Pre-deployment and deployment phase: Sensor nodes can be deployed in two possible
ways. One way is to drop nodes in a mass from air plane, artillery shell, rocket or
missile. The other way is to place nodes one by one in selective points with help of
humans or robots.

e Post-deployment phase: After the deployment of sensors, the topology changes dynam-
ically due to the change in position of sensors, reachability, malfunctioning, nature of
the assigned task, available energy and node failures [19].

e Redeployment of additional nodes: Additional nodes can be at any time to replace
malfunctioning or due to change in task dynamics.

2.3.3 Power Consumption

A sensor node is equipped with a very limited power source (j 0.5 Ah, 1.2 V) [3]. Sensor
nodes being unattended and unreplenished in most of the applications, the network lifetime
is limited. Therefore, proper power management is the key to maximize network lifetime.
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Power consumption of a sensor node occur due to three following events: sensing, data
transmission and data processing. Data transmission consumes maximum power. Therefore,
designing power-aware routing protocols and routing algorithms is one of the most significant
challenges in sensor networks research.

2.3.4 Transmission Media

In most wireless sensor networks, radio is the main communication mode. The pAMPS
wireless sensor node described in [12] uses a Bluetooth compatible transceiver of capacity 2.4
GHz with an integrated frequency synthesizer. Sensor nodes described in [13] uses a 916 MHz
single channel transceiver. The Wireless Integrated Network Sensors (WINS) architecture
[15] also uses radio links for communication. Unlike these systems, the autonomous system
called Smart Dust mote [14] uses optical medium for transmission. This medium requires
a line of sight between the receiver and the sender. Another possible mode is infrared
communication which too requires a line of sight. Infrered based transceivers are cheaper,
license free and robust to interference of electronic devices.

2.4 Protocol Stack

The protocol stack of a sensor network is composed of five basic layers e.g., physical layer,
data link layer, network layer, transport layer and application layer. [3] The other com-
ponents of a protocol stack are power management plane, mobility management plane and
task management plane. Each layer and each plane perform different tasks of information
collection and dissemination. Brief descriptions of each stack and plane are provided below.

2.4.1 Physical Layer

While frequency generation and signal detection is mainly connected to the underlying hard-
ware and transceiver designs, the physical layer is directly responsible for power efficient
signal propagation and modulation. We provide a brief discussion below:

e Energy aware propagation is an important factor in the design of the physical layer.
Generally, the power required to propagate a signal over a distance d is proportional to
d",2 < n <4 (35, 36]. Although some research has been done, this area is still vastly
unexplored.

e Reliable communication in a sensor network requires a good modulation scheme. In
[12], binary and M-ary schemes have been compared. According to this study, binary
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scheme is more energy efficient under startup power dominant conditions. [37] presents
a low power direct-sequence spread specturn modem architecture for sensor networks.

2.4.2 Data Link Layer

The main component of the data link layer is medium access control (MAC). The data link
layer is also responsible for performing error control, data frame detection, multiplexing of
data stream etc. We discuss some of the important MAC layer protocols specially designed
for wireless sensor networks as follows.

Medium Access Control: The general objective of a MAC protocol is to ensure a fair and
effective sharing of the communication medium among sensor nodes while solving the prob-
lems of latency, deadlock and livelock. While there exist many MAC protocols for wireless ad
hoc networks, those protocols do not meet the requirements of a sensor network due to the
stringent resource constraints. For example, a cellular system is a infrastructure-based net-
work with base-stations forming a wired backbone. MAC protocols for such systems have the
primary objective of providing quality of service (QoS) and bandwidth efficiency. Base sta-
tions having unlimited power supply and the energy for mobile devices being replenishable,
MAC protocols for such a system assume a dedicated resource assignment strategy. Clearly,
MAC protocols for cellular systems are inadequate for energy constrained and distributed
sensor networks which have no central controlling system as base stations.

Bluetooth is an infrastructureless short range (10 meter) wireless system with a star-
shaped network architecture which uses time division multiple access (TDMA) [16]. The
mobile ad hoc network (MANET) [17] is also an infrastructureless wireless system for which
many MAC protocols have been proposed [20, 21, 22, 23, 24, 25]. But none of these MAC
protocols meet the specifications of a sensor network due the following reasons:

e While size of a sensor network is usually much larger than bluetooth and MANET, the
transmission range and radio range of a sensor network is much smaller than that of
bluetooth and MANET.

e The primary objective of MAC protocols for both bluetooth and MANET is to ensure
quality of service since both systems have adequate power supply.

e Topology changes are more frequent in a sensor network.

Some Significant MAC protocols for Sensor Networks: Existing MAC protocols for wire-
less sensor networks fall into two main categories: contention-based and based on reservation
and scheduling. The standardized IEEE 802.11 [20], widely used for MANET, is not suitable
for a sensor network due to its high energy consumption by nodes in idle mode. PAMAS [26]
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is an improved version of standardized IEEE which aims at reducing energy consumption
intelligently powering off nodes which are not actively transmitting or receiving packets.
Sensor-MAC protocol [27] is further improvement over PAMAS which achieves further re-
duction in energy consumption and self-configuration. It makes node sleep periodically to
reduce energy consumption due to idle listening. S-MAC, like PAMAS, also sets the radio to
sleep during transmissions of other nodes. However, unlike PAMAS, it only uses in-channel
signaling. S-MAC applies message passing to reduce contention latency for sensor-network
applications that require store-and-forward processing as data move through the network.

A significant TDMA based MAC protocol for wireless sensor networks is proposed by
Sohrabi and Pottie [53]. In this protocol, each node maintains a TDMA like frame, called
super frame, in which a node schedules different time slots to communicate with its known
neighbors, one per time slot. The protocol avoids interference between adjacent links by as-
signing different channels, i.e., frequency (FDMA) or spreading code (CDMA), to potentially
interfering links. However, the actual multiple access is accomplished by FDMA or CDMA
since the super frame, unlike TDMA, does not prevent two interfering nodes from accessing
the medium at the same time. A drawback of the scheme is its low bandwidth utilization.
Piconet [29] is an architecture designed for low-power ad hoc wireless networks which pro-
vides multiple access by letting a node broadcast its address before it starts listening. A
node cannot communicate until it receives the neighbors broadcast. Piconet too puts idle
nodes to sleep reduce energy consumption. Woo and Culler [30] proposed an adaptive rate
control mechanism based on carrier sense multiple access (CSMA). Unlike S-MAC which
trades of per node fairness for energy savings, this protocol aims at achieving fair bandwidth
allocation to all nodes in a multi-hop network.

2.4.3 Transport Layer

This layer maintains the data flow according to application-specific requirements of sensor
networks and provides access to the system through the internet or any other external
network. The traditional TCP/IP or UDP protocol widely used in wired networks cannot
be applied directly to wireless networks due to the following reasons:

e In ordinary IP networks, IP addresses are assigned either manually or using some
dynamic mechanism which are impossible to implement in a sensor network due to
network size and energy constraint.

e TCP/IP protocols incur large header overheads which is infeasible for resource con-
strained sensor nodes.
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While TCP/IP protocols use address centric routing, most applications of sensor net-
works require data-centric routing and addressing.

The end-to-end acknowledgment and retransmission scheme employed by TCP causes
expensive retransmissions along every hop of the path between the sender and the
receiver, thereby making it infeasible for a sensor network.

Akyldiz et al. in [3] proposes an approach using TCP splitting in which communication
between a sink and the end user will be performed using TCP/IP via internet or satellite
while ordinary sensor nodes will communicate with the sink by pure UDP using data-centric
addressing. Dunkels et al. in [31] proposes a number of modifications of the traditional
TCP/IP protocol to make it viable for a wireless sensor network. They present mechanisms
such as spatial IP address assignment, shared context header compression, application over-
lay routing, and distributed TCP caching (DTC).

2.4.4 Network Layer

The network layer is responsible for routing the data supplied by the transport layer. Tra-
ditional ad hoc routing protocols can not be directly applied to a sensor network due to the
following reasons:

The number and density of sensor nodes in a network can be several orders of magnitude
higher than those in a traditional ad hoc network.

Sensor nodes are stringently constrained in power, computational capacities, memory
and size. Moreover, these nodes are unattended and cannot be replenished, thereby
limiting the network lifetime. Therefore, energy awareness plays a significant role in
designing routing schemes for sensor networks. Ad hoc network routing protocols need
not be energy aware.

Sensor nodes are more prone to failures.
Topology of a sensor network changes very frequently.
Sensor nodes may not have global identifications due to large overhead.

Routing in a sensor network is mainly data-centric and hence requires attribute-based
addressing.
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Energy efficient routes can be found based on residual energy in the nodes. In [3], some
metrics such as maximum residual energy route, minimum energy route i.e., route that con-
sumes minimum energy, minimum hop route, maximum minimum residual energy route have
been proposed for finding energy aware routes. In this chapter, we discuss some of the basic
routing techniques and schemes. In chapter 5, more recent works on routing will be presented.

Flooding and Gossiping: In this technique, each node broadcasts a received packet to all
its neighbors unless the node is the destination of the packet. The main advantage of flooding
is that it is easy to implement and does not require any expensive topology maintenance.
However, there are several drawbacks as follows:

e Overlap and Implosion: Data overlap occurs when two or more nodes from the same
region send the same information. Data overlap triggers data implosion by making two
or more nodes sending the same information to a common node.

e Flooding technique is not energy aware.

Gossiping [33] is an improvement over the primitive flooding where a node sends infor-
mation to a randomly selected neighbor, thereby reducing data redundancy resulted from
implosion. However, a pure gossiping technique incurs long routes.

Sensor Protocols for Information via Negotiation (SPIN): This family of adaptive proto-
cols [32] overcome the disadvantages of flooding technique by exploiting a basic idea: each
node first sends a descriptor of the data it intends to send eventually. SPIN uses three types
of messages: ADV, REQ and DATA. Before sending DATA, a node sends meta-data ADV
which describes DATA. If a neighbor wants to receive data after getting ADV, it sends a
REQ to the corresponding node. This node then sends DATA, thus eradicating the chance
of any overlap or implosion.

Sequential Assignment Routing: Sequential assignment routing (SAR) [34] creates paths
from sensors to the sink using the following two metrics:

e Energy resources is the estimated number of packets that can be sent by a sensor node
via an exclusive path.

e The higher an additive QoS, the worse is QoS.

Each node selects its own path to the sink, thus creating multiple trees with one-hop neigh-
bors of the sink as the roots. [34] describes some more algorithmsi.e., SAMACS, EAR, SWR.
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Directed Diffusion: In this paradigm for information dissemination [19], the sink floods
the whole network with attribute-based queries called interests. An interest contains a times-
tamp field and several gradients fields. When an interest propagates from the sink to the
sources, these gradients set up reverse paths from the sources to the sink. Each sensor node
stores interests in its cache. As soon as a sensor collects data for an interest, it sends the
data along the path set up by the gradients. Data aggregation can be performed at every
sensor node.

Low Energy Adaptive Clustering Hierarchy (LEACH): LEACH [18] is a clustering-based
protocol which minimizes energy consumption by dividing the whole network into clusters
each with a corresponding cluster-head responsible for aggregating data and communicating
with the sink. Thus, individual sensor nodes communicate only with their corresponding
cluster heads, thereby reducing energy consumption. LEACH operates into two phases: the
setup phase during which cluster heads are selected at random and the steady phase when
ordinary sensors sense data and transmit to the cluster head. TDMA is used for medium
access control in steady phase. The setup phase is usually shorter than the steady phase
and both the phases are performed periodically.

2.5 Conclusion

This chapter presents a brief overview of wireless sensor networks with corresponding cita-
tions. The structure of this chapter is similar to that in [3]. In this chapter, we do not
present a complete literature review for the problems considered for this thesis. Instead we
provide comparative reviews of related literature in the corresponding chapters.



Chapter 3

Bootstrapping Problem and Key
Pre-distribution

3.1 Introduction

Nodes in a sensornet are typically deployed in an ad-hoc manner into arbitrary topolo-
gies before self-organizing into a multihop network for collecting data from the environment
and forwarding to the base station or sink [3],[40]. Establishing a secure communication
infrastructure among a collection of arbitrarily deployed sensor nodes is an important and
challenging security issue (known as the bootstrapping problem [38]). Due to severe computa-
tional and memory constraints, symmetric key cryptography is the most feasible encryption
mechanism for node to node communication. However the high energy-cost of routing makes
traditional methods of key exchange and key distribution protocols based on trusted third
party mechanisms difficult to implement.

Since bootstrapping should not rely on pre-existing trust associations between fixed sen-
sor nodes or the availability of an on-line service to establish these trust associations, an
attractive alternative for secure encrypted communication between adjacent sensor nodes
is key pre-distribution, i.e. pre-installing a limited number of keys in sensor nodes prior
to actual deployment. Key pre-distribution is also challenging since ad-hoc network de-
ployment makes it impossible to pre-determine the neighborhood of any node. Yet key
distribution schemes must ensure good network connectivity(through key sharing) and re-
silience to node/key capture by the enemy even with limited number of keys per node. A
trivial pre-distribution solution is to have a single secret key shared among all nodes. While
this solution keeps the network fully connected (every node can communicate with every
other node) and scalable (new nodes can be added without any keying overhead), it provides
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extremely poor resiliency to enemy attack. At the opposite end of the spectrum, one can
have each pair of nodes sharing a distinct key. This solution provides both high connectivity
and high security but is very memory-intensive and not scalable.

There have been several recent works on key pre-distribution [41, 38, 47, 65, 44]. The pio-
neering paper in [41] proposes a simple, scalable probabilistic key pre-distribution scheme in
which a certain number of keys are drawn at random from a (large) key pool and distributed
to sensor nodes prior to their deployment. Note that due to the random distribution of keys
and ad hoc deployment of sensors, there is a non-negligible probability of a disconnected
logical graph. The degree of connectivity of the resultant sensor network under a given key
pre-distribution scheme is therefore an important performance metric. There is also a strong
negative correlation between network connectivity and security. Adversaries that capture
nodes can gain complete information about the keys stored at the node in the worst case.
Thus in order to make the network less vulnerable to node/key capture the overall key pool
size must be large. Since individual sensor nodes have limited memory for key storage, this
reduces the probability of having a large number of shared keys between neighboring sensors.

Good solutions for key pre-distribution must be memory-efficient and scalable, simultane-
ously ensuring that (a majority of) the network is connected through secure communication
links and provide high resiliency to enemy attack so that the capture of a few sensor nodes
does not (severely) compromize network communication. In this dissertation, we propose a
novel solution to the key predistribution problem (labeled 2-Phase key predistribution) that
exploits the connectivity and capture-resiliency properties of loading sensor nodes with a
combination of randomly derived and inherited keys. We evaluate our solution by analyt-
ically developing novel quantitative metrics that measure the key predistribution schemes’
security-performance tradeoffs in terms of the network resiliency to node/key capture, the
number of available secure links and the key (memory) requirement per node for a given
level of connectivity. We compare the network connectivity and security performance and
show analytically and through simulations that the proposed 2-Phase scheme strongly favors
highly secure large-composite key communication and is more resilient to node capture than
the random scheme. We first show analytically that the invulnerability of an arbitrary g-
composite communication link to any number of node captures is higher in our scheme. We
also derive analytical results for measuring the vulnerability of a g-composite link to single-
node capture assuming adversaries who can use captured-key knowledge network-wide as well
as locally and show that the 2-Phase scheme is more resilient. Finally, we present simulation
results that show the number of exclusive keys shared between two nodes is higher while the
number of g-composite links compromised when a given number of nodes are captured by
the enemy is smaller under the 2-Phase scheme.

The chapter is organized as follows: In section 2, security threats in a sensor network are
briefly discussed. In section 3 and 4, we define and discuss the problem of bootstrapping
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and its solutions respectively. Section 5 provides literature review on key predistribution.
Section 6 describes the proposed 2-Phase scheme. Section 7 outlines our metrics for measur-
ing security-performance tradeoffs. Section 8 contains some analytical connectivity results
with Section 9 containing analytical results on security of communication edges under node
capture. Section 10 describes simulation results followed by some implementation issues and
Conclusions in Section 11.

3.2 Boostrapping Problem in a Wireless Sensor
Network

Establishing a secure communication infrastructure among a collection of arbitrarily de-
ployed sensor nodes is known as the bootstrapping problem [38]. The main challenge for the
bootstrapping problem is key agreement i.e., how to set up secret keys among communi-
cating nodes. Along with initiating a secure infrastructure, a bootstrapping protocol must
also allow additional nodes deployed at a later time to join the network securely. This is a
challenging problem due to resource constraints of a sensor network.

3.2.1 Requirements and Challenges of a Bootstrapping Protocol
in Sensor Networks

A solution for the bootstrapping problem in a sensor network must fulfill the following
requirements:

e Secure communication: Communication between nodes must be properly encrypted.
Links must be invulnerable to node capture i.e., capture of one or more nodes should
not expose communication throughout the other links of the network to the enemy.
Unauthorized nodes must not gain entry to the network and access to information
disseminating through the existing links.

e Resource efficient: The computational expense and storage requirement must be low.

e Scalability: Additional nodes deployed at a later time must be able to establish secure
communication with existing nodes.

However, due to hardware and software constraints of a sensor network, the bootstrapping
problem in a sensor network becomes extremely complicated and challenging. We briefly
discuss some of the major constraints here:
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e Lack of knowledge on network configuration: Deployment of nodes by random scat-
tering (e.g., from an airplane) makes it impossible to have a-priori knowledge of post-
deployment network configuration. Even for a manually deployed sensor network, the
huge network size makes predetermination of individual sensor locations extremely ex-
pensive. Therefore, security protocols must be developed assuming no prior knowledge
of individual sensor positions.

e Limited bandwidth and transmission power: Typical sensor network platforms have
limited bandwidth. For example, the UC Berkeley Mica platforms transmitter has a
bandwidth of 10 Kbps [38]. Low transmission reliability [56] makes the communication
of large blocks of data expensive.

e Limited memory and processor capacity: Storage and processor capacity are extremely
low in a typical sensor node. For example, a SmartDust node has 8-bit, 4 MHz CPU,
512 RAM and 512 EEPROM [49].

e High cost of providing tamper resistance mechanisms: Hardware mechanisms to make
a sensor node tamper-resistant is very high. Therefore, low-cost low-power sensor
nodes deployed in hostile environments such as battlefields and public buildings are
vulnerable to physical capture by an enemy. In the worst case, an enemy can get hold
of all cryptographic keys, thereby making the whole communication system collapse.

3.3 Evaluation of Different Key Agreement Schemes
with Respect to Sensor Networks

For general networks, there are three types of key agreement schemes: Trusted Server
Scheme, Self-enforcing Scheme and Key pre-distribution. We provide brief descriptions of
each scheme and their subsequent advantages and disadvantages.

3.3.1 Trusted Server Scheme

This scheme assumes symmetric key cryptography for data encryption. Therefore, two nodes
communicate using only one unique key shared by both of them. The trusted server method
relies on a trusted base station to establish key agreement among pairs of nodes as described
in [57, 58]. The steps of this protocol are as follows:
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A unique symmetric key is installed in the memory of each sensor node, prior to its
deployment. The base station can access to all the node keys (either they are stored
in its memory or the base station relays all communications to a secured workstation
off site).

After deployment, each node authenticates itself to the trusted secure base station
using its symmetric key.

After authentication, each pair of communicating nodes want to establish a shared
secret session key with each other. Since a node pair do not share any secrets, they
communicate with a trusted third party i.e., the base station.

The base station generates a link key each for these node pairs and securely send the
key to those nodes.

Advantages of this method are as follows:

Memory efficient: Each node needs to store only one key for each of its neighbors and
one for the base station.

Perfect resiliency to node capture: Capture of any number of nodes does not expose
communication in the rest of the network to the enemy.

Simple Revocation of nodes: Having access to all the keys of all the nodes, the base
station can securely transmit the revocation message to all the nodes that may be in
communication with the revoked node. This revocation message is encrypted with the
secret key that is shared only between the recipient node and the base station, and
hence secrecy and authentication are ensured. To prevent any other nodes from estab-
lishing links with the revoked node, the base station simply needs to reject requests
that involve the revoked node as a principal.

Disadvantages of this method are as follows:

Highly energy expensive: Each node requiring to communicate with the base station
several times, the total routing cost for key distribution and agreement is extremely
energy expensive for a large sensor network where the base station can be very far
away.

Non-scalable: Addition of new nodes require several extra routing sessions to and from
the base station, thereby further increasing energy cost.
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Insecure transport before key establishment: The base station and node pairs need
to communicate before any authentication and key establishment takes place. This
communication cannot be protected by any security mechanism.

Compromise of base station: If an enemy compromises a base station, it can potentially
get hold of all cryptographic information, thereby making the whole communication
system collapse.

3.3.2 Self-enforcing Scheme

This scheme assumes public key cryptography for communication among nodes. The key
steps of a key agreement process using public key cryptography for a sensor network [59] are
as follows:

First, a public/private key pair (K, K;;') is generated.

Then for each node, its own public/private key pair is generated. This key pair, along
with the master public key Kj; and the master keys signature on the node’s public
key are installed in the node’s memory prior to deployment.

After deployment, nodes exchange their public keys and master key signatures. Veri-
fication of the master key signature using K,; authenticates the corresponding public
key.

Once public keys of two nodes are verified, a symmetric link key is generated and sent
to both the nodes.

Advantages of this procedure are as follows:

Perfectly resilient against node capture: Capture of any number of nodes cannot expose
other links to the enemy.

Fully scalable and memory efficient: Clearly deployment of additional nodes does not
increase any extra routing overheads. Furthermore, each node has to store only a very
small number of keys.

Revocation of compromised nodes: A central authority can broadcast a revocation
message signed by the master key. Nodes receiving this message can easily authenticate
the message by using the master public key and ignore future messages from the revoked
nodes. If the master key needs to be changed, a new master key signed by the old
master key can be unicast to legitimate nodes. The keys of revoked nodes cannot be
authenticated using this new master key.
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However, all known public key cryptography mechanisms such as Diffie-Hellman key
agreement [60] or RSA [61] involve intensive computations of complex mathematical func-
tions. Sensor nodes having very low-power low-speed CPU, implementation of these mech-
anisms in a sensor network is practically impossible.

3.3.3 Key Pre-distribution

This scheme is based on symmetric key cryptography. A limited number of keys are pre-
installed in each node prior to their deployment. The main steps of the key agreement
scheme [41] using key pre-distribution are as follows:

e Nodes are deployed after keys are pre-installed in their memory. Each key has a key-
identifier.

o After deployment, a shared-key discovery phase starts. During this phase, each node
broadcasts the list of its key-identifiers. Note that this broadcast does not provide an
enemy with any extra opportunity of attack. An enemy has to physically capture a node
in order to get hold of actual keys. Two nodes which are within the communication
ranges of each other establishes a link if they share a common key. Thus the topology
established during this phase may be different from the original topology established
prior to shared key discovery.

e During the path establishment phase, a path-key is assigned to a pair of nodes which
are in the communication range of each other but are connected by two or more links.
A path key may not be generated by the sensor nodes. Each node can have unused
keys in the key ring which can be used as a path key.

Note that depending upon the process of pre-distributing keys, shared-key discovery and
path establishment may not be needed to take place. For example, these phases are not
required if a single key is used network-wide.

This scheme has the following advantages:

e Ease of implementation: This scheme is the most suitable method for a sensor network
since it does not involve any extra computational or routing cost.

e Memory efficiency and scalability: This scheme can be made very memory efficient
by limiting the number of keys that are to be pre-installed. This scheme is clearly
scalable since it does not incur any additional cost for performing key agreement with
additional newly deployed nodes.
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e Simple Revocation: Revocation of a compromised node can be done by broadcasting a
message to all the other nodes. The message should contain the list of all key identifiers
possessed by the revoked key.

e Resiliency to node capture: Resiliency to node capture varies depending upon the
process by which the keys are generated and distributed. There are several key pre-
distribution schemes in the literature each providing different degree of resiliency.
While it is not possible to provide 100 percent resiliency, the probability of vulner-
ability due to node capture can be minimized.

The only disadvantage of this scheme is that the post-deployment logical neighborhood of
a node cannot be determined deterministically. Therefore, logical topology established after
the shared-key discovery phase might be disconnected. However, the probability of having a
connected graph after shared-key discovery can be highly improved if a key pre-distribution
scheme increases the probability of two nodes having at least one common key.

Although key pre-distribution technique is quite attractive for key agreement in a sensor
network for it’s highly resource (memory, energy and processor capacity) efficient nature,
there is a performance trade-off among resiliency to enemy attack, connectivity and resource
efficiency. The following two extreme cases illustrate the performance tradeoft.

A Single Network-wide Key: The simplest method of key pre-distribution is to make all
the nodes share a single unique key. The advantages of a single key are the following:

e Memory requirement is minimum.
e Connectivity is guaranteed.
e Key discovery/key exchange is not required, thereby saving node energy.

However, this scheme provides no resiliency to enemy attack. Capture of a single key
will expose the single key to the enemy, thereby making the whole communication system
collapse. Therefore, in spite of its resource efficiency, this scheme is infeasible for a sensor
network where low-cost nodes do not have tamper resistant hardware mechanisms.

Pairwise Single Keys: In this approach, every node shares a unique symmetric key with
every other node in the network. Every node thus needs to store (IV — 1) keys, N being the
network size. After deployment, a node must verify the identity of the node that it wants to
communicate with. This can be accomplished with a challenge/response protocol.The major
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advantage of this method is that it provides perfect resiliency to node capture since each
communication link uses a unique key to encrypt the data. However, each node requiring to
store N — 1 keys, this method is extremely memory inefficient and non-scalable. Therefore,
this too is not feasible for a large sensor network.

3.4 Literature Review

There have been several recent works on key pre-distribution [41, 38, 47, 43, 44, 63, 64, 65, 66].
The pioneering paper in [41] proposes a simple probabilistic key pre-distribution scheme.
(38, 47, 45] propose key management protocols where keys can be issued multiple times out
of the key pool. [63, 64, 65, 66|, on the other hand, propose different methods for pairwise
key distribution assigns a unique key to each pair of nodes. In this section, we provide brief
overviews of all these protocols.

3.4.1 Random Key Pre-distribution
This key pre-distribution scheme [41] has the following steps:

A pool of L keys with key identifiers is generated during the initialization phase. The
number of keys in the key pool is chosen such that two random subsets of size k selected
from the pool will share at least one key with some probability p.

For each node, k << L keys are drawn at random from the pool and are installed into
the memory of the node. The set of the keys in a node is called its key ring.

The shared-key discovery and the path establishment phase take place consecutively as
described above. A (logical) graph with secured communication links is finally formed.

Due to random distribution of keys and ad-hoc deployment of sensors, there exists a
chance that the logical graph is disconnected, in which case sensor nodes perform range
extension [38] until a connected logical graph is created. However, in terms of node
energy, this procedure is quite expensive for a sensornet.

Characteristics of this procedure are stated below:

The main advantage of this scheme is that it is very easy to implement and flexible. By
choosing proper key pool size and key ring size, desired level of memory efficiency and
connectivity can be achieved. However, 100 percent connectivity cannot be guaranteed.
If the network detects that it is disconnected, sensor nodes may perform range extension
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by increasing their transmission power, or sending a request to their neighbors to
forward their communications for a certain number of hops until a connected graph is
formed. A useful way for a node to detect if a network is connected is by checking if
it can perform multi-hop communication with all base stations. However, connectivity
detection and range extension can be very expensive for a resource constrained sensor
network.

e The broadcast-based key discovery methods have the disadvantage that a casual eaves-
dropper can identify the key sets of all the nodes in a network and thus pick an optimal
set of nodes to compromise in order to discover a large subset of the key pool. A more
secure, but slower method of key discovery could utilize client puzzles such as a Merkle
puzzle [62]. Each node could issue k client puzzles (one for each of the k keys) to each
neighboring node. Any node that responds with the correct answer to the client puzzle
is thus identified as knowing the associated key.

e The probability of connectivity can be increased by selecting right parameters. How-
ever, this paper does not provide any analytical framework to compute resiliency to
enemy attack or to analyze the tradeoff between connectivity and security.

3.4.2 ¢-Composite Communication Scheme Based on Random Key
Pre-distribution

In [38], the authors have presented new communication scheme using the random key pre-
distribution scheme of [41] as a basis. Their g-composite scheme requires that two adjacent
communicating nodes must have at least ¢ keys in common. The key steps are summarized
as follows:

e During the initialization phase prior to deployment, the deployer/central authority
picks a set L of random keys (key pool) out of the total key space. k keys are selected
at random from the key pool and are installed in the memory of each node.

e During the shared-key discovery phase, each node identifies the neighbor nodes with
which it shares at least ¢ keys. A new communication link key K is then generated
as the hash of all shared keys. The keys may be hashed in some canonical order, for
example, based on the order they occur in the original key pool. This can be done by
giving all keys in the key pool numerical identifiers sorted in some manner. However,
this induces a little computational overhead.
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The authors study that there is a tradeoff between the connectivity and the security
which depends on the parameters such as the key pool size, the key ring size and the prob-
ability of connectivity. For example, a small key pool size increases connectivity but also
induces a high number of common keys shared among a number of nodes, thereby increasing
link vulnerability. On the other hand, a key pool size too large is highly probable to create
a disconnected graph, thereby disrupting communication. Therefore, one way to solve this
problem is to fix the value of one parameter and optimize the value of the other. In this
paper, the authors assume that they are provided with a threshold value p such that the
probability of any two nodes sharing at least ¢ keys, (¢ pre-specified) is at least p. Note
that this probability is an index of connectivity. Given this index, the authors maximizes
the key pool size. Formally, given key ring size k£, minimum key overlap ¢, and minimum
connection probability p, the authors select the largest key pool size such that peopnect = P,
where Peonnect 1S the probability that two nodes share at least ¢ keys. This paper experimen-
tally studies resiliency to enemy attack provided by the g-composite scheme and shows that
the resiliency increases as the value of ¢ decreases. However, the paper does not provide
any analytical framework to compute this resiliency. The authors provide a multipath key
reinforcement scheme to strengthen the security of an established link key by establishing
the link key through multiple paths. This method applied in conjunction with the basic
random key scheme yields huge resiliency against node capture by trading off some network
communication overhead.

3.4.3 Evaluation of Random Key Pre-distribution Using Deploy-
ment Knowledge

In [47], the authors evaluate the random key predistribution scheme under a variety of
non-random node deployment probability distributions. However, for many realistic sensor
networks as visualized in Smart Dust [51], node deployment into known topologies is an
unrealistic assumption.

3.4.4 Sub-vector Based Deterministic Key Pre-distribution Scheme

For sensornets with significant memory constraints, [45] proposes a deterministic subvector
based key pre-distribution approach based on distributed agreement using vector spaces and
quorums [48]. The scheme has the deterministic property that any two nodes sharing a key
under a given mapping (out of several possible mappings) from sensor nodes to keys share
exactly two keys (that are unique to these two nodes) in this mapping. For a given network
deployment, two physically adjacent sensors can encrypt messages using shared keys under
one or more of these mappings, where each mapping yields a 2-composite key. It can be
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shown that any ad hoc deployment of sensor nodes yields very high connectivity with low
key storage requirements per node.

3.4.5 Random Pairwise Key Scheme

This scheme, proposed by Chan, Perrig and Song in [38], is summarized as follows:

e During the initialization phase prior to deployment, a total £ unique node identities
are generated, where £ is the key ring size and p is the probability that two nodes can
communicate securely. For each node in the network, £ other distinct node IDs are
selected at random and a pairwise key is generated for each pair of nodes. The key is
stored in both nodes key rings, along with the ID of the other node that also knows
the key. Note that £ and p must be so chosen that the value of % is at least equal to
the network size.

e After deployment, a key-setup phase takes place. During this phase, each node broad-
casts its ID to its neighbors. A neighbor communicates back if it shares a common
pairwise key for communication. These two nodes then mutually verify their key using
a cryptographic handshake protocol.

3.4.6 Single-Space Pairwise Key Schemes

Schemes presented in [63, 64] propose that a sensor node ¢ must store unique public in-
formation U; and private information V;. During the key setup phase, neighboring nodes
exchange public information, and node i computes its key with node j with f(V;, U;), where
f is a polynomial such that f(V;,U;) = f(V},U;). Both schemes are A-secure i.e., if the size
of the set of compromised sensor nodes is less than A, all other links in the network are
invulnerable.

3.4.7 Multi-Space Pairwise Key Schemes

Multi-space pairwise key schemes proposed in [65, 66] enhances the security of a single-space
scheme by combining it with the basic random key pool scheme. The setup server randomly
generates a pool of L key spaces each of which has unique private information. Each sensor
node will be assigned k out of these key spaces. If two neighboring nodes have one or more
key spaces in common, they can compute their pairwise secret key using the corresponding
single space scheme.
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3.4.8 Polynomial Based Communication Scheme

[65] presents an alternative model for secure sensor communication using polynomials rather
than keys but the computational constraint of using such polynomials is not extensively
evaluated.

3.5 Two-Phase Key Pre-distribution Mechanism

We now describe a novel key pre-distribution scheme (labelled 2-Phase) in which sensor nodes
are preloaded with a combination of randomly derived and inherited keys. Our proposed 2-
Phase scheme is motivated by the following key observations:

e From the connectivity point of view, the probability of having a common key between
two nodes decreases as the key pool size increases under the random pre-distribution
scheme. We observe that the (probabilistic) connectivity of the logical graph can be
increased if we can ensure that each node deterministically shares some of its keys with
some nodes (as in the subvector scheme [45]).

e We hypothesize that it is better from the security point of view to pre-distribute keys
in a less-random fashion such that whenever a node shares a key with another node,
it should be likely to share a larger number of keys with this node, If so, the resulting
network should consist of high-composite links. Note that g-composite schemes are
more secure with increasing ¢. If the adversary has obtained X keys (through the
capture of one or more sensor nodes), the probability of determining the exact g-
subset of X that is used by a given communicating sensor pair decreases exponentially
with increasing q.

We now describe the key steps in the proposed 2-Phase key predistribution mechanism.
Order the sensor nodes apriori in a logical queue and distribute keys in increasing order
according to the rules below.

e The first node is assigned £ keys drawn randomly from the key pool of size L.

e For every succeeding sensor node i, k£ keys are distributed in two consecutive phases.
First, node i receives a predetermined fraction f (1/k < f < 1) of its k£ keys drawn
randomly from the key space of node i — 1. The remaining (1 — f) fraction of k£ keys
are then drawn randomly from the key pool of size L — k, after excluding all k keys of
node i — 1 from L.
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The 2-Phase scheme is designed to be biased in favor of nodes sharing several keys with
their immediate predecessors and successors, through direct inheritance as well as a ran-
dom component. Intuitively, this key predistribution methodolody should offer better secure
connectivity in the logical graph by inducing the sharing of larger number of keys between
nodes, thereby enabling ¢-composite communication for larger values of ¢. More suprisingly
however, as we show in the security analysis section, this methodolgy also provides enhanced
security under node capture/eavesdropping by allowing for more ’exclusive’ key sharing be-
tween communicating nodes. The fraction f (called inheritance ratio) plays a significant
part in the connectivity/security of the logical graph created after node deployment. Note
that the random key predistribution scheme is not a special case of the 2-Phase scheme
with f = 0, since we eliminate all k£ keys of the previous node from regardless of the value
of f. We will shortly derive relationships between ‘good’ values of the various parameters
k, L, f etc. Finally, the proposed 2-Phase scheme is scalable since new sensor nodes can be
assigned keys according to this rule at any time.

Note that there is an implicit ordering of sensors based on their position in the logical
queue which determines each nodes key set. Thus each node has a logical identifier which
we will refer to as its LID. Storing a node’s LID in memory is an implementation decision
as there is an associated security-performance tradeoff. If LID’s are stored, nodes can be
restricted to forming communication links only with adjacent nodes whose LIDs are greater
than a specifed minimum and within a specified maximum LID distance. As shown later,
this will encourage the formation of high-composite encrypted communication that are also
less vulnerable to compromization in the case of node capture. Conversely, storing LIDs will
enable the adversary to target nodes with specific LIDs (although their positions will still
be unknown). Therefore this becomes an implementation issue.

3.6 Metrics for Measuring Security-Performance
Tradeoffs

Since security mechanisms directly impact system performance, there is a strong need to
develop a rigorous analytical framework for measuring the security-performance tradeoffs
of arbitrary key distribution schemes. These tradeoffs can be represented as functions of
individual metrics which measure the networks 'secure’ connectivity in terms of the number
of available secure links or paths, the memory requirement in terms of keys per node for a
given level of connectivity and measuring resiliency of the network to node/key capture. In
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this paper, we obtain some new analytical results on the security-performance tradeoffs of
key predistribution schemes using the quantitative metrics outlined below. Results for the
proposed 2-Phase scheme are compared with random key predistribution.

e Connectivity Metrics

— Logical sensor degree: We measure the logical degree of a node as the number of
adjacent sensor nodes (in the logical graph) with which it shares at least one key.
The higher the expected node degree, the better the connectivity of the logical
graph. A high expected degree also implies a larger expected number of disjoint
paths from any source to any destination. Multiple disjoint paths can be used to
split communication and carry disjoint messages, thereby increasing overall data
security. We show that nodes under the proposed 2-Phase scheme have higher
expected degrees as compared to random key predistribution.

— Number of keys shared between any two neighboring nodes: This metric can be
used to evaluate connectivity under g-composite key communication. We show
that any two sensor nodes are expected to share more keys and are more likey to
share ¢ keys for any value of ¢ (thereby enabling g-composite communication), as
compared to random key predistribution.

e Security Metrics

— Exclusive Key Sharing: If two communicating nodes share one or more keys
exclusively, then their communication is invulnerable to any number of node
captures. Note that the exclusivity metric can be computed network-wide or
with respect to a local cluster!. Network wide exclusivity between communicating
nodes implies resilience against a powerful adversary who can capture nodes and
use the captured key information anywhere in the sensor network. Alternatively,
we can consider a weaker adversary who can use the key information only within
the cluster of the captured node.

— Node Capture: We measure the impact of node capture on network security by
considering the number of communication links that are no longer secure (i.e
only use keys from the captured key pool). We analytically determine bounds
on the inheritance ratio f for which the 2-Phase scheme shows good resilience
to network-wide as well as localized single-node capture and present simulation

! Typical sensor networks are organized into hierarchical clusters with cluster heads, such that each node is
within wireless range of other nodes in the cluster [18]. Thus a compromised node can potentially eavesdrop
on all intra-cluster communication.
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results that show good network resilience to multiple-node capture as well. The
expected number of links compromized in these cases is shown to be lower for the
2-Phase scheme as compared to the random scheme.

3.7 Secure Network Connectivity: Analytical Results

Proposition 1 Let ] and i > | be any two nodes in the sensornet. The expected number of
keys shared by | and © under the 2-Phase and Random schemes, respectively, are

ko fL—k. k

2P _ n =l _
Rand __ k_2
I3 - I

Proof: The number of common keys between any two nodes under the random scheme
is the standard hypergeometric distribution with parameters k and L, whose mean is k?/L.
For the 2-Phase scheme, let X, be the number of keys in common between nodes [ and [+ r.
Then we have,

k— fk
Xr—|—1 - er+(k_Xr)L_k
fL—k k- fk

= AT TE TR

since after selecting an expected fX, keys from the previous node, there are £k — X, keys of
node [ left in the random keypool of the current node. Eff = X,_; is the solution to the
above recurrence relation with intial condition Xo = k. Eff > E/%" as expected. n

Thus to ensure g-composite connectivity between arbitrary nodes, a good choice is to
select k and L such that ¢ = k?/L. Further, if f = k/L, then the expected number of
common keys between any two nodes is identical under both schemes.

Corollary 1 The probability that any two nodes share at least q keys and the expected q-
composite degree of a sensor node (i.e., number of neighbors with which it shares more than
q keys) is higher under the 2-Phase key distribution scheme, f > k/L.

As nodes are more likely to share multiple keys under 2-Phase, the probability of uncov-
ering all such common keys (which is necessary to decipher data transmissions between the
two nodes) can be shown to be lower and hence two-phase is more secure in this respect.
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3.8 Network Resiliency against Enemy Attack:
Analytical Results

In this section, we propose some quantitative metrics for measuring the security of commu-
nication links under enemy attack and analytically evaluate these metrics under different
adversarial models. We assume an adversary that is able to capture nodes and obtain full
knowledge of the captured node’s key space. We evaluate link security under a ‘network-
wide’ adversary who can use knowledge of captured keys to compromize communication in
any part of the network (regardless of the physical location of the captured node). Our
results can be easily extended to analyze link vulnerability in the presence of a localized
adversary who utilizes captured key knowledge locally, i.e. can compromize communication
within a small neighborhood of the captured node (for example, its cluster as in LEACH

[18]).

3.8.1 Vulnerability Under Multiple Node Capture: Key
Exclusivity

We first evaluate the vulnerability of logical communication links in the sensornet to multiple
node capture. An obvious metric for measuring this vulnerability is the degree of exclusivity
of the keys used by any two neighboring nodes for setting up a communication link. Therefore
we evaluate the probability of any two neighboring nodes containing exactly one network-
wide exclusive key, the presence of which will render their communication link invulnerable
to any number of (other) node captures 2.

Proposition 2 Key Exclusivity: In an N node sensor network, the probability that a
given communication link between two arbitrary neighboring sensors is invulnerable to any
number of network-wide node captures is given by:

2 N-2
Random: (%) (1—%)

Link invulnerability is higher under the 2-Phase scheme scheme for % <f< %

2In general, we can compute the probability of two nodes containing at least one exclusive key, but for
all practical purposes this probability drops off extremely rapidly for more than one exclusive key. Hence we
obtain a simple lower bound on invulnerability by focusing on the presence of a single exclusive key.
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Proof: Let IV and IV?F denote the probability that two arbitrary neighboring
sensor nodes 7 and 7 communicate using an exclusive key under the two key predistribution
schemes. In the case of the 2-Phase scheme, ¢ and j represent the LIDs of the communicating
nodes. Consider a specific key a from the key pool.

For the random scheme, the probability that both nodes ¢ and j possess key a is (k/L)?
while the probability that an arbitrary node | # {i,j} does not possess key a is 1 —
((’;;:11) / (’;;)) = 1— k/L. Hence the invulnerability of the link between nodes ¢ and j un-
der any number of node captures is given by:

J— (g) (1 _ 9“ (3.1)

For the 2-Phase scheme, the probability that key a is exclusive to nodes ¢ and j is the
probability that node 1 does not select key a, followed by all nodes up to node ¢ — 1 not
selecting key a conditioned on the fact that their predecessor node did not select key a.
Node 7 then selects key a given that node ¢ — 1 did not select it. Similarly all nodes after i
conditionally do not select key a except node j.

Let P(1¢) denote the probability that node 1 does not contain key a, P(1¢) = 1—k/L since
node 1 selects keys from the keypool first. Similarly, let P(I¢| (I—1)) denote the probability
that a node [ does not contain key a given node | — 1 contains it, P(I¢ | (I —1)) =1— f, by
definition. Finally, we have

| (1-1)) = ((’Z‘_f:))
ok iy
B _Z(l—(k/L))

PUL-1) = FG=gop)

We now consider two cases (WLOG assume j > 7):
Case 1: j >1+ 1:

Iv* = PA)P2°[19)--P((i—1)| (i —2))P | (i — 1))P((i +1)° | 9)
P(a+1)[0)--PG[G=D)P(G+1)°[])--P(N®| (N 1))

)
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Case 2: j =1+ 1:

VP = U—fff%(l—%(f%i§5)>N4 (3.3)

Comparing Equations 3.2 and 3.1, the probability of two nodes having a network wide
exclusive key (i.e. link invulnerability) is higher under the two-phase scheme as compared
to the random scheme for % <f< % [

We can consider an alternative version of the 2-Phase scheme that provides much greater
key exclusivity. The first step of key selection is the same as before, i.e. node ¢ selects fk
keys from the key space of node 7 — 1. However, in the second step, only the fk keys selected
from node 7 — 1 are excluded from keypol L before node ¢ selects its remaining k£ — fk keys.
For this modified 2-Phase scheme called 2PWR (2-Phase with replacement), we can show
the following:

Proposition 3 Scalable Comparitive Exclusivity: The invulnerability of a communi-
cation edge under any number of node captures when keys are distributed using the 2PWR
scheme is

IVQPWR _ IvRand (]‘ B f)4
= N-1
(1-/%)
Thus link invulnerability under 2PWR outperforms the random scheme as the size of the
sensornet N scales upward. This link invulnerability is mazimized when

(V1) s

="y

Proof: Using the same technique as in proposition 2 the probability of a given commu-
nication link (7, j) containing a network-wide exclusive key under the 2PWR scheme is given

by:
=n" (kY AN
JV2PWR  _ (1 - fﬁ)N_l (Z) (1 — fz)

L

_ (1 B f)4 IVRand (34)

N-1
(1-71%)
The value of f that maximizes the above term can then be found using elementary
calculus. -
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While key exclusivity and (average network connectivity) are superior under the 2PWR
scheme, the vulnerability of a link to single node capture is lower under the standard 2-
Phase scheme as shown in the next section and hence we focus on that scheme for the rest
of the paper. The choice of particular key distribution scheme with its associated security
performance tradeoffs then becomes an implementation issue.

The next section contains some analytical results on edge vulnerability under localized
node capture when the average node density of the sensornet (i.e size of a network cluster)
is M. Simulation results on the number of exclusive keys per communicating node pair in a
cluster are presented in Section 7.

3.8.2 Link Vulnerability Under Single Node Capture

We now consider the vulnerability of communication links in the sensornet to the capture
of a single node by the adversary. We assume that the adversary does not posess any
extra knowledge about the network topology and thus the capture of any given node by the
adversary is equally likely.

Let 7 and 7 be any two communicating sensors in radio range and suppose the adversary
captures node [. The vulnerability of edge (i, 7) is the expectation (over all network nodes)
that node [ contains all the keys in common between 7 and 7. We can thus define a network-
wide vulnerability metric V' C' for arbitrary edges in the sensornet as follows:

VC = Z Plnode [ is captured] - P[l contains all keys used to communicate over (3, j)]
I#4,5
(3.5)
Before describing our vulnerability results, we first prove the following useful lemmas.

Lemma 1 Let 7,1 — x,1 + = be arbitrary nodes in a sensornet in which keys have been
predistributed according to the 2-Phase scheme. Let Z be any subset of keys from the keyset
of node i, |Z| < k. The probability distribution of the number of keys from Z that appear in
nodes i—x and i+x are identical and dependent only on the LID difference x for both 2PWR
as well as 2POR.

Proof: Clearly, the total number of common keys between nodes i—1 and 7 and between
nodes 7 and 7+ 1 follows the same probability distribution, since they are obtained in an
identical manner through inheritance followed by keys from the random pool. Thus the
number of common keys from any subset Z of i’s keys also follows the same distribution in
i—1 and i+1 . The lemma follows by induction on z. [
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The following statements follow directly from lemma 1 since the number of keys in com-
mon between any two nodes under 2-Phase depends only on their LID difference.

Corollary 2 Let i and j be two arbitrary nodes in the sensornet in which keys are predis-
tributed according to the 2-Phase scheme, 7 > 1. Consider nodes i —1t and j+1t,t > 1.

o The number of keys in common between nodes i — t,7 and j,j + t follows identical
probability distributions.

e Suppose nodes i — t,i (j,j + t, resp.), share exactly B keys, 0 < B < k. Then the
number of keys from the remaining keyset of i (j, resp.) present in node j (i, resp.)
follow identical probability distributions.

The above statements also hold for nodes i,i+y and j — vy, j, where y < [(j —1)/2].

Lemma 2 Let [, © and 7 > i be any three nodes in a sensornet, such that © and | share
ezactly § keys, 0 < f <k and 0 <1 <i+ [(j —1)/2]. Let Z denote the set of remaining
keys in node i, |Z| = k — B. Eyz, the expected number of keys from Z that are present in j
s given by

FHEET-1) i<
(

(7 + (7%
E(1— (L= fi<i<i+[(G-0)/2

s

Proof: Let X, represent the expected number of keys from keyset Z in node i 4+ r (if
Il <i)and l+7r (if i <l < j). Ez is obtained by solving the recurrence relation

k— fk
X, = fX,._ - B-X,_
T f T 1+(k /6 T l)L—k
B fL—ky fk
with initial condition Xy =k — 3, if | < i and Xo = 0,if i <1 < i+ [(j —1)/2]. n

Assume that node [ is captured and let C'R; be the Bernoulli random variable indicating
whether capture of [ reveals all common keys between communicating nodes ¢ and j. Denote
PCR; : Pr]CR, = 1]. We now state our first proposition on sensornet vulnerability under
single node capture.
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Proposition 4 The probability of a given communication link between neighboring sensors
1 and j being compromized by the capture of an arbitrary node |l # i, j is given by

(250

ey (1= )

fort>1

PCR?E& _PCRJ2-|1:5 S P2i1k+zp2tz,ﬂ

(L 2k+ﬂ) o k—p
PCRY, = PO, < z+tk+ZP”’ 2 (1= pG - )

j—t = zz-l—tﬂ(f)
k—fk

e~ =

f0r1§t<|—]%1

L k+ﬂ)
PCRlRand — Pl}zaknd_i_ZPl}zaézd g

(¥)

where Pl?fﬂ and Pﬁ“ﬂ"d denote the probability that nodes | and i share exactly B keys under

. . _ fL—k
the specified key distribution scheme and B = .

Vi # {i, 5}

Proof: Without loss of generality, assume 1 <1 <+ [%1 and let nodes [ and 7 share
exactly 3 keys. Let Z denote the set of remaining keys in node i, |Z| = £ — §. Under the
2-Phase scheme, node j can first obtain keys from keyset Z through inheritance from its
predecessor, node j — 1, and then from the random keypool of size L — k (obtained after
removing the k keys of node j — 1) Let jmZ be a random variable denoting the number of
keys from Z contained in node j—1 and let P, , = Pr.[jmZ =r]. Let PNCR;, = 1— PCR,
denote the probability that j contains at least one key from keyset Z, for diferent values of
(. Therefore, we have

enr (- B} P

fk fk k—fk

where the first term after the inner summation is the probability that at least one out of r
keys is inherited by node j while the second term represents the complementary situation in
which at least one key from keyset Z is obtained from the random keypool.

k—r
Next, using the fact that (5 > (1 — f)" and substituting in Equation 3.6, we have,

(fkk)
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k—1 (L—2k+ﬁ)
PNCR}" > Z ,,,BZ sz( 1_]3)7«(12—7]":))
B=0 r=

k—fk
k-1 (L—2k+ﬂ) k—p
- > (1—(—f S0 gy P))
= (k fk) =0

(L 2k+ﬁ) k—p
= PlePk: (Z Pﬁfﬂ kb Z(l - f) PijZ> . (37)

(k flc) r=0

Therefore we have

k (L—2k+,3) k—p j i
k—fk 7 -
PCRI" < P+ ) P, (Lfk) S U= f) Py s US[1 (38
B=0 k—fk r=0

We obtain an efficient approximation for PCR?” as follows: Let j —i =1y, j — [ = m.
Let p = k/L+ BY(1 — (k/L)) if l <iand p = (1 - BMk/Lifi <1 < i+ [%], where

= (fL—k)/(L— k). From lemma 2, the expected number of keys from Z present in node
j — 1is p(k — ). For reasonably small values of k/L, we can therefore approximate the
distribution of random variable jmZ by the standard Binomial distribution B(k — 3, p) with
the same mean p(k — ). Therefore, we get

(L 2k:+,3 k—pB ﬁ
PCR}" < zk+ZPlQZPﬂ T (Zl— ( )p’"(l—p)k_ﬂ”)

(k fk r=0

_ (LkZIJc‘_]'c—,B) i k-8 ]—Z

= lzk+ZPl — =iy )1 = fp) P< =1 (3.9)
(e 7) 2

where p is defined as above.
By corollary 2, PCR;Y, = PCR3Y,, t > 1 and POR}}, = PCR;” for 1 <t < [(j — )/21
This defines PC’RZP for all values of [ as specified in the statement of the proposition 3.
Finally, using the fact that the probability of node j not containing any key from 7 is

L=k+p under random key predistribution, we derive PC RF"? as:
k P

3Henceforth, we will only use I < [(j —4)/2] for the remaining propositions, using this symmetry.
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L k+ﬁ)

()

PCRlRand Rand + Zpllz?ﬂnd (310)
]
We now consider two separate but related issues: First we determine values of f which
minimize the probability of a given communication link (7, j) being compromized under the
2-Phase scheme. Given the security-performance tradeoffs, the user may desire a higher
level of connectivity than provided by this optimal f. Therefore as an alternate performance
metric, we determine values of f for which this probability is lower under 2-Phase key
predistribution as opposed to Random key predistribution.

Proposition 5 PCR,, the probability of a given link (i,j) in the sensornet being compro-
mized by capture of any node | is minimized by choosing an inheritance factor f that maxi-
mizes the erpression

z(1—-BY(1 —x2f — )+ f(1 — BYBY(1 + fz — 27)(1 — 2)
forl=1—tandl=j5+t t>1

z(1— B [1—=z(2f — f%) — fB" (1 + fz — 2z)]
forl=i+tandl=7—1 1§t§[%1

where t = k/L, j =i+vy and B = fL . If communicating nodes 1 and j are separated by a
minimum distance (i.e. y > c, where c is a small constant), then f = ¢ minimizes this link
vulnerability.

Proof: We first obtain a simple approximation for Equation 3.9. From proposition 1,
the expected number of keys in common between any two nodes ¢ and [ is given by p; =
k(z + B" (1 — z)). Therefore for k¥ << L, we can approximate the distribution of the

L—2k+8
number of common keys 3 between i and [ by the Binomial B(k, p;;, 3). Now using ( (’“L‘_fkk)) ~
k—fk

1—2x+fx
(==~
-z

k=8 we can rewrite Equation 3.9 for [ < [(j — i)/2] as

S () (0= Z N0 o po-mmn) <
=0

Zlfj’zo (g) (pzl) ((1 - pzl)(M)(l - fﬂ? + fxBj_l))

PCR" < P+

i<l <+ [5]
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Substituting for p; and further simplifying, we get

(1— [x(l —BY (1-z(2f — f2)) +f(1—Bt)By(1+fac—2gc)(1—gc)])lc
forl=i—tandl=j+1 t>1

(1—x(1—Bt) [1—x(2f—f2) —fo’t(1+fx—2x)}
forl=i+tandl=j—1 1<t <[¥]

PCR}" < P+ k (3.11)

SN——

PCR?’ is minimized by maximizing the inner term as stated in the proposition. When
j—i>4and k << L, this minimum value is obtained at f = 1/k. [

Proposition 6 The probability of a given link being compromized by the capture of an ar-
bitrary node | # 1,5 in the sensornet is lower under the 2-Phase scheme as compared to
Random key predistribution for

2—zx

< <
Sfsero;

x| =

where x = k/L.

Proof: We can express PC R/*™ in Equation 3.10 as

koookL\
PCRfem = pfisnd + (1 -7+ (E)Z) (3.12)

L—k+8

% ~(1— %)’“_5 and also approximating the hypergeometric
k

distribution of the number of common keys between nodes [ and i by the Binomial B(k, %)

(assuming k << L).
Now comparing Equations 3.12 and 3.11 using |l — i| = ¢t and assuming j — i > 4, we
have

by using the approximation

PORF < PCRF™ if  g(1 - BY) [1 —z(2f - f?)] > z(1 — z)

3.13
— [1—(1—Bt)(2f—f2)]x>3t (3.13)

From the above expression, it can be seen that for reasonably large values of ¢ (i.e. the
captured node’s LID is not too close to i or j, PCR*’ < PCRF" for larger values of f < 1.
However, the worst-case for link compromization PCR?? occurs when t = 1 i.e when nodes
=14+ 1orl=j—1 are captured. Therefore substituting ¢ = 1 above and simplifying, we
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get f<x(2—x—2f+3f?— f3) which implies % < f< xf;;;c. Hence the 2-Phase scheme
has lower vulnerability than the Random scheme for f upto 2k/L. ]

From Equation 3.13, we can see that if the captured node is not too close to the com-
municating nodes (in terms of LID), then the 2-Phase scheme outperforms Random key
predistribution for larger values of f, which in turn ensures higher connectivity. In particu-
lar, if the adversary is restricted to using knowledge of a captured node’s keys within a small
neighborhood such as its cluster, then we can further minimize link vulnerability to single-
node capture by considering a modified 2-Phase scheme in which two neighboring nodes ¢
and j with > ¢ keys in common communicate only if there does not exist any other node [
in the cluster such that i < | < j. Consider a sensor network with average node denisty M.
Then the expected LID difference between node i and the nearest node (other than node j)
is N/M. We can therefore approximate link invulnerability to single node capture as follows:

Proposition 7 In a sensor network with average node density M, the probability that a
given communication link (i,j) is invulnerable to single-node capture within its cluster is
1—(1—PORY"y)M.

M

Simulation results in the next section illustrate link vulnerability within a cluster for
different sensornet parameters.

Finally, for an average adversary with no specific knowledge about the network topology,
the probability of capturing any node [ # 4,j is 1/(IN — 2). The following proposition then
directly follows proposition 6.

Proposition 8 The vulnerability metric VC of a given communication link in an N-node
sensor network with parameters k and L, is lower if keys are predistributed using the 2-Phase

scheme as compared to random key predistribution, % <f< 3312;2“; .

3.9 Simulation Results

In this section, we describe some security and performance results based on simulations
carried out on a 1000 node sensor network using a key pool L ranging from 8000-10000
keys. The per-node key space k varies from 40-150 keys. We have evaluated the 2-Phase
key distribution scheme for f = 0.5. Nodes in the simulations are deployed in clusters as in
LEACH [18] where the average node density (in a cluster) varies between 20 to 50 nodes.
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Figure 3.1: Average g-composite degree of a Node (a) 1-composite (b) 2-composite (c¢) 3-
composite.
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Figure 3.2: (a) Av. # exclusive keys per node pair. (b) Prob. a node pair has an exclusive
key.

Figure 1 describe some g-composite network connectivity metrics while Figures 2-4 describe
several sensornet security metrics.

Figure 3.1 describes the average g-composite degree of a node for different values of
g. As can be seen clearly, the average degree is increasingly higher under 2-Phase and it
outperforms the random key pre-distribution as ¢ increases.

Figures 3.2-3.4 describe several sensornet security metrics. Figure 3.2(a) illustrates a
measure of communication security (i.e invulnerability) by describing the average number of
exclusive keys per pair of nodes in a cluster. This number is higher for nodes under 2-Phase
than using the random scheme. Figure 3.2(b) measures the probability that a pair of nodes
possesses at least one exclusive key under the 2-Phase key pre-distribution scheme. This
probability rises sharply as &k, the number of keys possessed by each node increases.

Figures 3.3 measure the vulnerability of communication links in a cluster under single
as well as multiple node capture scenarios. As can be seen, the average number of links
exposed to the adversary is lower under the 2-Phase scheme. The simulation results verify
the analytical observations in Propositions 3.4 and 3.5 regarding link vulnerability. Lower
link vulnerability for 2-Phase is explained by the fact that it is highly unlikely for captured
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Figure 3.3: Average # links compromised in a cluster when (a) one (b) three (c) five nodes
are captured.



46

@ Two-Phase @Random @ Two-Phase B Random
600

600

d When

500

500 +

400 +

300 +—

200 +—

of Links Comprec
Single Node is Captured
g
i

100 + 100

Number of Links Compromised When 3
Nodes are Captured

°
\

40 50 60

8000 9000 10000
Key Pool Size and Number of Keys per Node Key Pool Size and Number of Keys per Node

13000

(a) (b)

@ Two-Phase B Random

500 +—

400

300

200 +

100 1+

Number of Links Compromised When 5
Nodes are Captured

Key Pool Size & Number of Keys per Node

()

Figure 3.4: # links compromised in the whole network when (a) one (b) three (c¢) five nodes
are captured.



47

nodes to have an LID adjacent to the LIDs of the communicating nodes. We have also
simluated network wide node capture scenario for various number of captured nodes. We
have conducted the experiment on five networks of same size but with different configuration
and different key pre-distributions. Figures 3.4 represent the average number of compromised
links under different node capture scenarios, the average being taken over the five networks
considered in the experiment. Clearly, the two-phase scheme outperforms the random scheme
in this regard.

3.10 Implementation Issue: Creating Sorted Shared
Key Lists

The security of a communication link strengthens with the exclusivity of the key(s) used for
encryption on this link. For mutual communication each pair of nodes must therefore use
keys shared among least number of nodes. During the shared key discovery phase, each node
discovers its logical neighbors i.e., the neighbors with whom it shares at least one key. We
propose the following metric to evaluate each shared key from this point of view.

Let k be a key shared between any two nodes 7 and j and let S;;(k) denote the set of
nodes in the neighborhood of 7 and j which share key k. Therefore, the eligibility of this key
k with respect to the pair of nodes 7 and j is defined as:

B () = { 1 if Si;(k) = ¢

m otherwise
The higher the value of E;;(k), the better is the key k& for communication between ¢ and
j. During the shared key discovery phase, each node broadcasts the list of identifiers of
the keys it possesses. Each node then create a separate list of shared keys for each of its
neighbors sorted according to their eligibility values. The most eligible key should be used
for communication until it is revoked.

(3.14)

3.11 Conclusion

Efficient pre-distribution of keys to sensor nodes is a very important issue for secure commu-
nication in sensor networks. Connectivity and resiliency to enemy attacks must be traded
off very carefully. In this paper, we present an analytical framework with several quan-
titative metrics for evaluating key predistribution schemes and determining their security-
performance tradeoff. We also present a 2-Phased key predistribution scheme based on a
combination of inheritance and randomness which is proved to have better tradeoffs.



Chapter 4

Secure Data Aggregation

4.1 Introduction

Data aggregation is one of the most important data-centric mechanisms/operations of a
sensor network. A set of special nodes called aggregators, desirably less energy-constrained,
perform in-network data aggregation and get rid of redundant data, thereby enabling energy-
efficient information flow to a querying remote user [67], [68]. Data aggregation has enormous
impact on energy savings of a severely energy-constrained wireless sensor network with many-
to-one redundant low-rate data flow. The pioneering work on impact of data aggregation
[67] shows that data-centric routing offers significant performance gains across a wide range
of operational scenarios. However, the task of data aggregation becomes challenging when
sensors and aggregators are deployed in a harsh or hostile environment and become subject
to mechanical fault or physical tampering. A single compromised sensor device can render
the whole network useless, or worse, mislead the user into trusting a false reading causing
catastrophic consequences in many important applications. For example, an adversary could
make a battlefield surveillance network fail to report an intrusion without creating any
suspicion. The foremost requirement of a data processing mechanism thus is that it must be
fault tolerant and resilient to enemy attacks.

In this chapter, we address the problem of enabling correct information aggregation, given
that a fraction of the aggregators and ordinary sensors might be faulty or compromised. Our
contributions regarding this problem are as follows:

e Previous works on this problem provides a solution by unrealistically limiting the
number nodes that an adversary can compromise. We provide a more general solution
which does not require this assumption.

48
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e We provide an analytical model of computing data accuracy based on spatial correlation
of data values.

e We provide a novel algorithm which computes a weighted aggregate of data by attaching
less weights to the sensor readings which are more likely to be wrong according to the
proposed data accuracy model.

e We show by simulation that the weighted aggregate is more accurate than a simple
aggregate.

e We consider the problem of data aggregation when an aggregator is corrupted. We
propose several solutions based on statistical estimation of parameters in a multi-
aggregator set-up.

4.2 Literature Review on Data Aggregation and
Security

Previous research work on data aggregation mainly focused on its impact on the performance
and energy savings of wireless sensor networks [67, 68, 75, 76] assuming that there is no
security threats. A few work have been done on security of data aggregation [77, 69]. In
this section, we review the works specifically done for secure data aggregation and the fault
tolerant aggregation protocols.

4.2.1 Secure Aggregation for Wireless Network

The first paper [77] written by Lingxuan Hu and David Evanson on secure aggregation was
published in 2003. In this paper, the authors focus on an adversary whose objective is to
provide false information to the user. They propose a secure aggregation protocol based on
several basic assumptions as stated below:

e The base station trusts results from a sensor network.

e The base station has enough capacity to broadcast messages to all nodes directly. Sen-
sor devices having limited energy and transmission range, they can only communicate
with nearby nodes .

e Low-level network mechanisms ensure reliable message delivery.
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The distance between a typical node and a base station is likely to be very large in
terms of hops.

The network is so dense that each node has several other nodes in one-hop distance.
Before deployment, each node can establish secret key with the base station.
Each node has a unique node ID.

A secure self-organizing protocol is used to form a tree-based routing hierarchy where
each node has an immediate parent.

Based on the above assumptions, the proposed protocol exploits two key ideas: delayed
aggregation and delayed authentication. Instead of aggregating messages at the immediate
next hop, messages are forwarded unchanged over the first hop and then aggregated at the
second hop. While this increases the transmission costs, it guarantees integrity for networks
where two consecutive nodes are not compromised. A delayed authentication not only saves
energy resources enables but also enables usage of symmetric keys which are revealed to the
authenticator after the time delay has expired.

The key steps of the protocol are as follows:

Each leaf node transmits its reading to its parent. A raw message includes the node
data reading and the node ID. A message authentication code (MAC) is also included
with the message. The code is encrypted using the secret key shared between the
sender node and the base station.

The parent node saves the message until it receives the secret key from the base station
and verifies the MAC. It raises an alarm if the MAC does not match.

Message aggregation is performed in each intermediate step. Nodes wait for a specified
time to receive messages from their children, and then retransmit the messages and
MACs they receive directly from immediate children. Each child can contribute to at
most one reading in each time.

Nodes aggregate the data they receive from their grandchildren (via their children)
and transmit the MAC of the aggregation value.

Delayed aggregation ensures that an adversary who obtains a key from a compromised
node cannot tamper with many sensor readings.



o1

o After a stage of messages arrives at the base station, the base station reveals the
temporary node keys along with a MAC generated using base stations current yTESLA
key.

e Once the key is revealed, nodes advance to the next temporary node key. After this,
the pTESLA key is revealed to enable authentication, and the base station advances
to the next key in the chain.

Thus, the proposed secure aggregation protocol provides security at the expense of little
delay and routing cost. However, the main drawback of this protocol is that it provides
security against one node compromise. The protocol becomes vulnerable if a parent and a
child node in the hierarchy are compromised at the same time.

4.2.2 SIA: Secure Information Aggregation in Sensor Networks

This paper [69] presents a framework for secure data aggregation under a polynomially
bounded stealthy attacker who can arbitrarily change the data value sent by a compromised
sensor/aggregator. The authors study that there is a tradeoff between the communication
expense and 100 percent accurate information sent to the base station. Assuming the the
communication between an aggregator and the base station, the authors propose a protocol
with sublinear communication complexity compromising some degree of accuracy. In short,
the proposed protocol makes a base station accept an approximately correct aggregated data
value.

The authors propose aggregate-commit-prove approach: an aggregator replies to the user
with the aggregation result together with a commitment to the collection of data. The user
and the aggregator then perform efficient interactive proofs such that the user will be able
to verify the correctness of the results (or detect cheating) with high probability. A brief
overview of the steps of the solution is given below:

e The aggregator aggregates data received from sensors after verifying the authentication
of the message using a key shared between the aggregator and that sensor.

e The aggregator commits to the aggregated data constructing a Merkle hash tree. The
tree starts with the original data values as leaf nodes. Each internal node in the binary
hash tree is a hash of the concatenation its two children values. The root of this tree,
called the commitment is sent to the user.

e As the user receives the commitment, it starts an interactive proof protocol to check
whether the commitment is a good representation of the data or the aggregator is
cheating. The aggregator needs to draw some random samples again from the network.
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This protocol has the following drawbacks:

e Some compromised sensors can report wrong values that will affect the aggregation
result. The authors calculate the bound on the deviation these corrupted sensors
can cause assuming that at most a certain number of sensors can be compromised.
However, this assumption is not realistic.

e The proposed protocol can detect an error with high probability if the error is within
a small bound, based on the assumption that a corrupted aggregator will inject only
a slight error in the original aggregated result. This assumption, too, may be far from
reality in case of some applications.

e Although an aggregator can detect sensor impersonation using message authentication
key, it cannot detect a flawed data from a corrupt sensor.

4.3 Attack Model and Security Goals

An attacker can perform a wide variety of attacks which are jeopardizes the communication
in any part of a sensor network. For example, an adversary can compromise any node, be it
an ordinary sensor or a base station, and perform denial of service (DoS) attack. The only
remedy for a DoS attack is to detect a compromised node and stop communicating with it. A
different kind of attack is a stealthy attack in which an adversary makes a compromised node
significantly alter the data so that a user accepts a false result. For applications in battlefields
or in disaster relief operations, a false data can create disastrous consequences. What makes
a stealthy attack worse is that it is impossible to detect a stealthy attack with 100 percent
accuracy. However, very little work have been done on this problem [77, 69]. While [77]
provides very little security against this attack at the expense of some communication and
delay overhead, [69] provides solutions based on unrealistic assumptions also with some
communication overhead.

We focus on the same problem setting considered in [69]. We assume the Byzantine
fault model where a compromised node is under the full control of the attacker and the
adversary can misbehave in any arbitrary way. However, unlike [69], we do not pose any
limitation on the adversary’s computational resources and the fraction of nodes that it can
corrupt. In this setup, we consider stealthy attacks where the attackers objective is to make
a user accept significantly incorrect aggregation results without being able to detect it. Note
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that in a severely resource-constrained wireless sensor network, it is practically impossible
to detect an incorrect result with perfect accuracy since it involves huge computational
and communication cost. Therefore, the goal is to provide some security mechanism which
enables a user to detect any misbehavior with a considerably high degree of accuracy at a
very little expense.

4.4 Problem Setup and Statement

We consider the following problem setting. A large number of sensors are deployed in an area
distant from a user/server which would like to get information about that area covered by the
sensors. However, sensors are typically simple, low-powered devices which can communicate
within a small range of their location and are thus unable to send information directly to
the home server. In such a situation, one or more resource enhanced base stations are
used as an intermediary between the home server and the ordinary sensors. We assume
a cluster based network architecture as described in [18]. Each cluster has at least one
clusterhead/gateway node which is less energy-constrained, computationally more powerful
and directly communicate with the base station. These clusterheads collect and aggregate
data from the corresponding clusters and send to the base station which in turn sends it to
the user through internet. In this paper, we consider multi-aggregator setup i.e., there are
more than one aggregators for a particular cluster. They all collect the same information
from all the sensors, process data and send to the base station. This enables the user to
compare the results and select the correct result with high probability. Ideally, all aggregators
from the same cluster should send same data value. When the base station receives different
data values, it suspects that a corruption has taken place. It is highly unlikely that all the
aggregators will be compromised/faulty at the same time. Hence, a user is guaranteed with
high probability to receive at least one correct data value.

In order to enable secure and authentic communication, all data must be encrypted.
However, sensor networks being stringently resource constrained, public key cryptography
cannot be implemented. In this paper, we assume that each sensor has a unique identifier
and shares a separate private/secret key with the base station and all the aggregators.

We divide the problem into two parts: a) a fraction of sensors are faulty/corrupt and
an aggregator needs to detect inaccurate information; b) a fraction of aggregators are
faulty /corrupt and the user needs to detect the corruption and accept only the true result
with high probability. For the first part of the problem, an aggregator estimates accuracy of
each sensor reading by exploiting the fact that sensor readings are spatially correlated and
computes weighted data aggregation. In the second part of the problem, if the user receives
different data values from different aggreagtors, it detects a corruption and collects a random
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sample directly from the sensors. Based on that sample, it performs a statistical testing of
hypothesis [73] and accepts the correct result with high probability. In this problem setup,
our contributions are the following:

e We propose a probabilistic data accuracy model which computes accuracy of each
sensor reading exploiting the fact that sensor readings are spatially correlated. This
generalized model is appropriate for any real number data.

e We propose several statistical approaches which enable a user to accept the true ag-
gregated value from an aggregator with correct readings with high probability.

4.5 Weighted Data Aggregation

An aggregator aggregates raw data collected from every sensor node of a region and sends
the data directly to a home server/user. A fraction of these sensors can be corrupt or faulty
and thus can produce wrong information. The objective of the aggregator is to identify and
discard these wrong information values as much as possible so that the aggregated data can
be a good/nearly correct representative of the data collected from the whole region. It is
impossible for the aggregator to identify corrupt/faulty sensors or incorrect data values every
time it receives a set of data due to the following reasons:

e The set of faulty/corrupt sensors may change over time.

e In order to verify whether a data from a particular sensor is correct or not, numerous
messages should be exchanged between the aggregator and that particular sensor.
A sensor network being stringently energy constrained, verification of every single
information is impossible.

While it is impossible to differentiate between accurate and inaccurate data values, an ag-
gregator can estimate degree of accuracy of an information. However, methods of such
estimation are solely application-specific.

In this paper, we address this problem for a set of specific applications with the following
characteristics:

e Data values are real numbers.
e Data values are spatially correlated.

Example of such applications are numerous - weather related applications in which tem-
perature, humidity, air pressure etc are measured in regions where human intervention is
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not possible, health related applications e.g., glucose monitor, organ monitor, general health
monitor etc. We propose a solution in which the aggregator exploits the spatial correlation
among data values to estimate accuracy of each data value. According to estimated accuracy
of each data value, the aggregator attaches weight to them and finally computes weighted
data aggregation. We now finally describe our model below.

We propose a probabilistic data accuracy model based on the following assumptions:

e Let j be the point which is covered by a sensor node s;. The true/correct reading of
that point is denoted by ¢;. Then the data value sent by node s; can be expressed as:
r; = t; + e;, where e; is the amount of error in the reading. For all sensors, e;s are
independently distributed variables. Distribution of any e; depends on whether the
node s; is faulty or not.

e A node s; is faulty/corrupt with probability g. The value of ¢ is discussed later.
e If a node is not faulty/corrupt, e; = 0 with probability 1.

e We consider two different models - fault-tolerance model and adversary attack model.
Our proposed model and data aggregation algorithm works assuming only one of these
two models.

e In a fault-tolerance model, if a sensor s; is faulty, e; is distributed normally with mean
0 and variance 1.

e If we consider an attack model where an adversary captures a node and sends false
reading to the aggregator, then e; is distributed uniformly within a and b, where a and
b are parameters specified by the adversary.

e A reading r; is considered accurate if t; —n <r; <t; +n. nis an application specific
parameter and is determined a priori. Clearly, the probability that a sensor reading
is accurate is given by: P[t; —n < r; < t; +n] i.e., P[| ¢; |< n]. We denote this
probability as p. p can be expressed as follows:

p = Plle[<n]
= P[|e; [<n]|s;is not faulty/corrupt](1 — ¢) + P][| e; |< n | s; is faulty/corrupt|q
= (1=q)+aqP[l e [<n] (4.1)

P[| e; |< n] is evaluated according to either the fault-tolerance model or the adversary
attack model.
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e We define spatial neighborhood of a sensor node s; as the set of nodes who are within
a range of predetermined radius R so that the true readings should not vary from the
reading of s; by €. R should be so chosen that the readings of two sensors within this
neighborhood are highly correlated. Clearly, ¢ is a function of R.

Now, we define accuracy model of a sensor reading which exploits the spatial correlation
defined above.

Let s; and s; be two spatial neighbors. The absolute difference between the value of
information sent by these two nodes is denoted by D(s;, s;). We define conditional accuracy
of s; with respect to s; as a fraction between 0 and 1 which expresses the relative accuracy
of s; given accuracy of node s;. The conditional accuracy is defined as follows:

if D(s;,s;) < ¢

si%5) if £ < D(s;, 5) o

. 1
Acc(s;|s;is accurate) = { e—aD(

Clearly, the node s; being accurate, accuracy of s; reduces exponentially as the difference
between the readings of s; and s; increases. Accuracy of s; becomes 0 if D(s;, s;) is consid-
erably large. ais a positive constant that indicates how much the accuracy of s; is affected
by D(s;, s;)-

In a similar manner,

e if D(s;,s5) <e¢

Y if S D(SZ, Sj) (43)

Acc(s;|s;is inaccurate) = {
In this case, the reading of s; being inaccurate, s; is also inaccurate with a high probability
if D(s;,s;) is very small. On the other hand, if D(s;,s;) is not so small, it is difficult to
predict accuracy of s;. Therefore, we attach a constant quantity v as s;s accuracy in such a

way that 0 <e <y < 1.
The expected accuracy of a node s; with respect to node s; is:

N (1—¢e)p+e if D(s;,5;) <€
Aj(sz) = { pe—aD(si,sJ-) +(1-p)y if D(Si,sj) > ¢ (4.4)

The neighborhood N (i) of a sensor i is divided into two exclusive and exhaustive groups
as:

Nl(l) = {Sj : D(Si,Sj) < 6}
No(i) = {s;:D(si,s;) > €}
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The accuracy index AI(3) of sensor i is defined as:

ALG) =Y Ays) (45)

Note that if the set N (i) is empty, then AI(i) = 0.
The inaccuracy index I1(7) of sensor i is defined as:

16 = Y Al (46)

JEN2(4)

Note that if the set Ny(7) is empty, then I7(7) = 0.
An aggregator assigns weight to each sensor reading according to the following rule:

AI(i)

e A sensor reading will be given weight W (i) = AT

The aggregator thus computes weighted average of the received data. It can also compute
weighted median, weighted maximum or minimum.
We observe the following facts:

e The weight of a sensor reading lies between 0 and 1 and is proportional to its accuracy
index. Therefore, a sensor reading is likely to have higher weight whenever its reading
will be close to most of its spatial neighborhood readings.

e In an extreme case when no sensor is faulty/corrupt in a spatial neighborhood, all
sensor readings will be the same, thereby making the inaccuracy index of a sensor 0
and its weight 1. However, in the other extreme case where all the sensors in a spatial
neighborhood is faulty/corrupt, sensor readings are highly likely to vary in a wide
range. In this case the set Ny(i) of a sensor s; is highly likely to be larger than Ny (7).
Thus, the inaccuracy index is likely to be higher, thereby making the weight of s; less
than 0.5.

e In case of an enemy attack, the weighted data aggregation method will work perfectly
well if an adversary chooses a sensor node at random to compromise i.e., if the corrupt
sensors are dispersed uniformly over the sensor network.

4.6 Error Analysis

We consider the spatial neighborhood N (i) of a sensor i with size n. Let the size of N;(7) be
denoted as z. Then the size of Ny(i) is n — z. Each sensor is accurate with a probability p.
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Regression between Distance of Sensors vs Reading
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Figure 4.1: Different Regression Lines Fitted Through Reading Difference Data Plotted
Against Sensor Distance

For simplicity of computation, we assume that accuracy of a sensor reading is independent
of others. In other words, a sensor is faulty/corrupt independent of others. Therefore, the
number of accurate sensors in N (i) i.e., z follows Binomial distribution with parameters
n and p. In this paper, we consider two extreme accuracy errors i.e., a sensor reading is
accurate but z = 0 and a sensor reading is inaccurate but x = n. Let the errors called as
Type 1 error and Type 2 error respectively. Let the probabilities of these two errors be P,
and P, respectively. Then,

P = p1l-p" (4.7)
Similarly,
P, = (1-pp" (4.8)

Ideally, probabilities of these two errors should be as small as possible. Since the proba-
bilities depend on the tolerance limit 7, n should be chosen in such a way that both P, and
P, are minimum. Unfortunately, the value of n that minimizes one probability maximizes
the other. Therefore, we need to select n in such a way that both P, and P, are reasonably
small.
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4.7 Selection of Parameters

4.7.1 Determination of ¢

In the model presented above, the most important parameter is ¢, the probability of a node
being faulty /corrupted. This probability can be estimated in many ways. In case of a fault-
tolerance model, we can assume that a sensor can be either faulty or faultless and therefore
q = 0.5. Similarly, in the adversary attack model, a sensor node can be assumed to be equally
likely to be captured or not captured by an adversary. Hence, ¢ = 0.5. We propose another
iterative mechanism for determining ¢ which can be applied in both the fault-tolerance model
and the adversary-attack model.

e Let ¢; be the probability of a node being faulty /compromised at time ¢. Let N; denote
total number of nodes sending information to an aggregator at time ¢. Let M; be the
number of nodes at time ¢ for which accuracy index is higher than inaccuracy index.
The accuracy and inaccuracy indices at time ¢ are calculated based on ¢, ;. We assume
that gy = 0.5. Then, ¢, = %

4.7.2 Determination of ¢

For positively spatially correlated data, reading difference of two neighboring nodes cannot
exceed a certain limit. The parameter € is the index of that limit. The value of € has to be
set a priori. However, in order to set a value for ¢, we must first quantify the correlation
between reading difference of two sensors and their physical distance. One simple way to
determine this is to find a regression curve of the two variables reading difference and phys-
ical distance. Here, the question arises about the nature of the regression. Note that there
are two variables, the distance between two sensors, say Ds, and the difference of reading
between these two sensors, say D f. Df is a function of Ds. This function may not be linear.
But in practical problems, often the true regression curve is approximated by a straight line
using least-square principle. This means that we choose among all straight lines in the (x,y)
plane the one for which the sum of square deviation is minimum. Let the regression line be
: Df = w4+ ¢Ds. There are two ways to determine the constants w and ¢. One way is to
collect sample data beforehand (not through sensors) and fit a line through the sample data.
Another way is to determine the bivariate probability distribution of the two variables i.e.,
reading difference and physical distance, and calculate the regression coefficients.

Regression Line Using Sample Data: In order to determine the constants w and ¢, we
collect a sample of bivariate data Df;, Ds;,;1 = 1,2,...M. Then we minimize the quantity
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> i(Df; —w+ ¢Ds)? by equating this to zero. We get the following solution:

w = D_f—r.stljs (4.9)
SDs
¢ = r22t (4.10)
SDs

Df and Ds are sample averages of Df and Ds. r is the correlation coefficient between D f
and Ds and spy and sp, are the standard deviations of Ds and D f respectively. Figure 4.1
shows a regression line for temparature data.

Regression Line Using Bivariate Probability Distribution: In this case, the mean square
deviation is defined as E[Df — w + ¢Ds]?. The solution for w and ¢ are given as:

g
w = Iu,Df—p.O_zf/,LDs (411)
0D
o = p2L (4.12)
ODs

ipy and pupy are expectations of the variables D f and Ds respectively. Similarly, ops and
ops are the population standard deviations. p is the correlation coefficient of the joint
probability distribution of Df and Ds.

Suppose, the radius of the spatial neighborhood of a sensor is R. Then, the maximum
reading difference between two sensors in a neighborhood can be set as: € = w + ¢R.

The other two parameters a and y are empirical and can be determined based on specific
applications and through experimentation.

4.8 Performance Evaluation

The objective of the weighted data aggregation algorithm is to remove errors as much as
possible so that the aggregated data is nearly accurate i.e., the aggregated data does not
vary too much from the true data values. In order to testify effectiveness of our proposed
algorithm, we data average as the test metric. We compare the weighted average of the
reported data with the simple (without weight) average of the reported data and the true
average (i.e., the average data value of the correct data). In the next subsection, we describe
our experimental setup.

4.8.1 Experimental Setup

For our experiment, we consider ten adjacent cities of Louisiana. We collect temperature
data for a particular day and time for all those cities. In the simulation setup, we deploy
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Figure 4.2: Simulation results
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hundred sensor nodes in each of the cities. If a sensor is uncorrupt, it sends the correct
temperature value to the aggregator. If a sensor is corrupt, it sends a faulty reading to the
aggregator. If the aggregator finds a reading unusually high or low, it immediately suspects
corruption and discards the reading. Therefore, the error injected in a sensor reading must
have some upper and lower limits. In this particular setup, the range of temperature data in
the ten cities is 87° to 93°. We conduct our experiment with error limit 95 — 110. Varying
the tolerance limit, we show that for a fixed set of values of o, 5 and 7, the weighted average
converges to the true average as the tolerance limit reduces. Varying the tolerance limit,
we show in figures 2 that for a fixed set of values of «, [ and 7, the weighted average
converges to the true average as the tolerance limit reduces. In this simulation setup, each
sensor is corrupt with probability 0.5. We also study effects of different parameter values on
the wieghted average. Figures 3(a) and (b) show that the weighted average does not vary
significantly with different values of o and 7. Figure 3(c) shows that although different values
of probability of corruption do not produce significant changes in the weighted average, the
weighted average shifts slightly from the original average as the probability of corruption
increases.

4.9 Compromised Aggregators: Problem and Solutions

An aggregator node sends aggregated data to a user/home server. Ideally, the data sent
by all the aggregators should match since each of them collected information on the same
set, of sensors. However, due to fault or compromisation, aggregators can send wrong data.
Therefore, the home server may receive different data from different aggregators. In this
paper, we do not impose any assumption on the maximum number of aggregators that can
be corrupted or faulty. Thus, it becomes impossible for the server to find out the correct
data deterministically. We consider two cases: - collaborative model and non-collaborative
model.

1. Collaborative model is appropriate only in case of an adversary attack where the com-
promised aggregators collaborate and send similar results to the server. In this case,
the server will receive two different data - one from the group of good/uncompromised
aggregators and the other from the group of compromised aggregators. Since the ma-
jority group can be corrupted, the server needs to test which of the two data is correct
with higher probability.

2. A non-collaborative model can be applied if the aggregators are faulty or if the adver-
sary is not so powerful as to make the compromised aggregators collaborate. Thus,
in this model, faulty/corrupt sensors send different results to the server. In this case,
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the server receives a set of different results and it needs to test which one of them is
probabilistically correct. This case is more general.

In order to solve these problems, we make following assumptions:
e Sensor readings are real numbers.

e We consider applications where some natural phenomenon is detected the sensors.
Therefore, it is realistic to assume that a sensor reading is a Gaussian variable with
parameters y and o, g and o being unknown.

e Each aggregator sends weighted average of data values to the user.

4.10 Solutions: Our Approach

A user receives a set of aggregated data from a set of aggregators. Ideally, all data should be
the same. However, when a fraction of aggregators are faulty/corrupted, the user receives a
set, of different data values and detects corruption. It then requests the aggregators to collect
a random sample of size n from the ordinary sensors and send n raw data to the user. Note
that this time sensors are required to send data encrypted with the keys they share with the
user. Therefore, in case of an adversary attack model, corrupt aggregators cannot alter this
data even if the data is sent to the user via them.

Let z1, x9, ...x, be the random sample of size n collected by the user. Let uq, s, ...pux be
the distinct aggregated data sent by m aggregators, 1 < k < m.

4.10.1 Bayes Estimate

This approach assumes a fixed a priori probability p; of an aggregator being faulty. Using
this probability and the received data from all the aggregators, the user takes a decision as
to which data is to accept.

The user/home server receives several weighted averages of data values of a particular
region from several aggregators. Let iy, us, ...ux be the distinct aggregated data sent by m
aggregators, 1 < k < m, with frequencies fi, fo, ... fr respectively.

Since faults in aggregators occur independently, we estimate probability distribution of
the parameter p using the observed frequencies as follows:

Plu=p) = 1 -ppiplk-f) (4.13)
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Difference between Original Parameter and Accepted Parameter using
Estimated Difference and Maximum Likelihood Method
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Figure 4.4: Difference between Original and Accepted Parameter using Estimated Difference and
Maximum Likelihood

We impose the rule of probability distribution,

> Pli= ] =1 (4.14)

Now, a reading z is a Gaussian random variable with parameters y and o. Let f(z|u)
is the probability density function of x given a specified value of parameter pu. Therefore,
given a random sample z of size n, the posterior probability distribution of the parameter
is given by:

f(zlp)Plp = pyl
>, falpy) Plp = pyl

We define a risk function associated with any pu; as follows:

R(p, pjlz) = E(1 — pj)°|z] (4.16)

This risk function calculates the amount of expected error if 11, is selected as an estimate
of the true parameter. Clearly, the less the risk of error, the better the estimate. Therefore,
the user will accept the p; for which R(y, p1j]x) is minimum.

(4.15)

P(u = pylz)

4.10.2 Estimated Difference

The aggregated data is considered as weighted average of all sensor readings, the weight of
a reading being an estimate of its correctness. Let ¥ denote the sample average. It is then
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plausible to assume that the sample mean will be concentrated more around the correct
average than any wrong average. Therefore, the server computes error squares E;,j =
1,2, ..k as defined below:

B, = (& - )’ (4.17)

The server then accepts p, if and only if E, = min;<;<; Ej.

4.10.3 Sample Size Determination With Known Population Stan-
dard Deviation

The procedure stated above requires a sample of fixed size n. It is obvious that the larger the
sample size, the better the sample represents the set of all observations and consequently,
the results are more accurate. But in reality, sampling in a sensor network its extremely
expensive due to the stringent energy constraint and the expense is directly proportional with
sample size. Therefore, the sample size has to be so determined that it involves minimal cost
while helping to reach a decision as accurate as possible. Let us assume that each observation
costs C units. Suppose the correct parameter value is jio. Since we accept the u; which is
the closest to z, the sample size must be so chosen that z is a nearly accurate estimate of
the original parameter value uy. We define a loss function as E[uy — Z]?. Thus, the total
cost of involved in a sampling of size n is :

C(n,p) = Elpo—Z)*+ An (4.18)

To minimize this, the first derivative of the cost function with respect to n must be zero.
Thus we need a solution of the following equation:

0.2

3 +C =0 (4.19)
Thus, the optimal sample size is:

ng = o/VC (4.20)

4.10.4 Sequential Sampling Procedure with Unknown Population
Variance

If the population variance o is unknown, it is impossible to determine the sample size before
sampling. An alternative procedure is sampling sequentially until we find a satisfactory
outcome. Since ¢ is unknown, an ideal estimate for the sample size is %, where s, is an
unbiased estimate of 0. The steps of the sequential procedure is given below:
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e The user makes the aggregators to collect and send samples one at a request.

e n is the number of samples drawn so far. Each time, the user calculates 7z,, and s, i.e.,
the sample mean and the sample standard deviation based on samples drawn so far.

e The user stops sampling request when for the first time for n > 2 it gets n > %

According to Robbins [74], this rule terminates with probability 1.

4.10.5 Maximum Likelihood Solution

We propose another deterministic approach for the general solution based on maximum
likelihood estimation [73]. Let © be the parameter space consisting of the parameters p and
0. Let f(x) be the pdf of the distribution of variable . In this paper, f is a Gaussian pdf
with parameter space © = {u, o}. The likelihood function of parameter u corresponding to
sample values 1, X9, ..., denoted by L(p|z1,xa, ...2,), is defined as:

L(p|zy, g, ...ttn) = H fol(z;) (4.21)

L(p|z1, x9, ...z,) can be regarded as the probability that given the observations z1, xo, ...x,,
i is the true parameter. Note that since o is unknown, we compute fg(z;) using an estimate
of . The estimate of ¢ is given as:

n

F=> (x;—7)/(n—1) (4.22)

=1

where Z = )" | z;/n. The estimated pdf is denoted as fo(z;) and the estimated likelihood
function is denoted as L(p|z1, T2, ...2p).

Therefore, given the set of distinct averages i1, o, ... from different aggregators and
the sample values xi, xs,...x,, the server computes f/(ui|x1,x2, wy) for ¢ = 1,2,...k and
accepts p, if

ﬁ(ur\xl, T, .olpy) = max L(pilzy, z9, ...zy) (4.23)

This method is deterministic and easy to compute.
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4.10.6 Comparative Performance Evaluation of Estimated Differ-
ence and Maximum Likelihood Method

We have studied and compared performances of the two methods described above using
real temparature data from a region of Louisiana collected at a particular time and date.
The range of temparature varies from 50 degree to 75 degree. In the simulation setup, we
have deployed 1000 sensors throughout the whole region. There are 5 aggregator nodes who
collect data individually from all the sensors and compute the average temparature. We
have selected the number of faulty aggregators at random. Those faulty aggregators inject
a random error varying within (—10, 10) into the sensor readings. The aggregators compute
the temparature average and send to the user. The user then uses Estimated Difference and
Maximum Likelihood Method to determine which average value is to accept. We study the
results by varying sample size. We notice that both the methods give accurate solution with
a sample size as small as 8 percent of the total population size. However, according to the
simulation, Estimated Difference method outperforms Maximum Likelihood method.

4.10.7 Sequential Probability Ratio Test

Testing of statistical hypothesis is a well-known procedure of determining the validity of
an assertion about an unknown parameter value. There are many standard tests in the
literature of statistics for testing different kinds of hypothesis. However, all of them involve
a fixed sample size. Fixed sample size tests introduce the problem of further determining an
optimal sample size. In this paper, we consider a Normal population with unknown mean
and variance. The variance being unknown, it is impossible to determine the optimal sample
size. For stringently energy constrained sensor networks, however, sampling is extremely
expensive. Therefore, in this paper, we consider Sequential Probability Ratio Test (SPRT)
[73]which minimizes the sampling cost by using sequential sampling procedure. SPRT test
can only be applied when there are two possible values of a parameter and the task is to
assert one value against other based on random samples. The test is described below:
SPRT test is performed to test a hypothesis Hy : u = o against an alternative Hy : y = ;.
Let fon, and fi, denote the joint pdf’s of sample values x1, zs, ...z, i.e., the vector z under
Hy and H, respectively. f;, = H?Zl fui(z;),0=0,1. We define \,(z) = ]{;Z% The SPRT is
defined as a rule that states:

1. if at any stage of sampling, \,(z) > A, stop and reject Hy and accept Hj;
2. if at any stage of sampling, A\, (z) < B, stop and accept Hy;

3. if B < A\,(z) < A, continue sampling by taking another observation x, .
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Here A and B are constants which are determined so that the test will have strength
(a, B), a being the probability that a true hypothesis will be rejected i.e., P(rejectHy|Hy)
and [ being the probability that a false hypothesis is accepted i.e., P(acceptHy|H;). « and
[ are predetermined constants on which the value of A and B depends, 0 < o, 8 < 1. The
user should select small values of o and S in order to keep the error probabilities small. In
other words, small values of & and S enables the user to accept a correct result with high
probability. We state two significantly important theorems proposed by Wald [73] which
characterize the SPRT test.

Theorem 1 For the SPRT with stopping bounds A and B, A.B, and strengths o and [3,
A=E8 B=S 0<a<1,0<B<1.

Theorem 2 The SPRT terminates with probability 1 under both Hy and H;.

4.11 Conclusion

In this paper, we address the problem of stealthy attack in a sensor network which results
in wrong sensor readings. We propose a probabilistic accuracy model based on which an
aggregator can perform weighted data aggregation in order to make the aggregated data
close to the true value. We introduce a multi-aggregator setup which enables a user receive
aggregated data for the same region from multiple aggregators and detect any error by
comparing those results. Several statistical testing methods are proposed using which the
user can determine the correct information value with high probability.



Chapter 5

Energy Optimized Routing for
Passive Security

5.1 Introduction

Wireless sensor networks are significantly vulnerable to data attacks by adversaries due to
large scale, autonomous operation and data flow over insecure wireless channels. Preventive
security measures can be broadly classified into two categories - active security mechanisms
and passive security mechanisms. We have provided some novel active security mechanisms in
the previous chapters. In this chapter, we deal with the problem of passive security. Stringent
energy constraints in a sensor network result in expedited network partition, thereby enabling
an adversary to perform powerful attacks. Many security protocols for sensor networks [69,
77] assume that the number of nodes that an adversary can compromise cannot exceed certain
number. Therefore, the smaller the network size, the more vulnerable it is to enemy attack.
Uneven energy distribution across a sensor network leads to quick network partition, thereby
reducing the size of the network component connected to the base station and exposing it
to the risk of powerful attack. Therefore, imposing uniform energy consumption across
the network significantly increases robustness of many security protocols, thus contributing
passively to the safety of the network. Among the various upper-level network functions,
routing in particular must be extremely energy-efficient as improperly chosen routes could
lead to uneven residual energy distribution across sensors and expedite network partition.
Therefore, the objective of our passive security mechanism is to provide an energy efficient
routing protocol which increases network lifetime by inducing uniform energy consumptions
across the network. Since each sensor may be participating simultaneously in several routes

70
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(via multiple data-aggregation trees to the sink(s)) [19], the energy consumption of a sensor
node is inversely proportional to the number of routes it participates in. Thus routes must
be chosen carefully according to the following general principles: First, data should be
routed over paths in which participating nodes have higher energy levels relative to other
non-participating nodes. Second, shorter paths should be favored since they involve fewer
participating sensors thus reducing overall energy consumption. Third, routing protocols
should be as localized (distributed) as possible to reduce the scalability and robustness
limitations of centralized top-down solutions.

For sensornets operating under stringent energy constraints, strictly localized (fully dis-
tributed) routing algorithms which exploit only local network state information are more
energy-efficient than those requiring full network state information. While it is true that
such protocols will have better scalability (due to the ability of nodes to act independently)
and robustness (resiliency to centralized failures) properties, there may be situations in which
limited global information/propagation will be beneficial to the network. Intuitively, strictly
localized routing protocols will take more time to adapt efficiently to certain boundary con-
ditions (as we describe in the example below). Thus a challenging issue is to find ways of
exploiting the benefits of collecting global network state information (flow rates, energies
etc.) versus the overhead and other limitations of doing so.

We note that the routing choices of sensor nodes under the above constraints are a
natural fit for a decision-making framework. Therefore we model the problem of finding
energy-efficient routing paths with bounded lengths using a decision-theoretic paradigm in
which routes are chosen using profit functions calculated at each sensor. The profit function
is defined in such a way that it induces each node to link to the healthiest possible node while
forming short paths. These two factors ensure that only a small number of relatively healthy
nodes participate in routing, thereby reducing overall energy consumption and potentially
delaying network partition. We define length-energy-constrained (LEC) optimal path as a
path in which each sensor selects its best possible strategy given the choices of all other
sensors. While computing this path is NP-hard in arbitrary sensor networks, we show that
it can be found in polynomial time (in a distributed manner) in sensor networks operating
under a geographic routing regime. However, the distributed algorithm requires a lot of
state information to be stored in each sensor. In this paper, we propose a nearly stateless,
scalable and easily implementable distributed protocol which approximately calculates an
LEC optimal path. We also propose two other protocols to calculate optimal paths under
some variations of the proposed profit function.

We classify our protocols as quasi-strictly-localized. While sensors mostly obtain infor-
mation only from a small set of immediate neighbors, limited state information is periodically
propagated through a restricted neighborhood of the network. We show in this paper that
using this limited global information on node-energies combined with local geographic for-
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warding can remarkably improve network lifetime. In a sense, the proposed protocols are
similar in spirit to GEAR [86] which is a localized but not strictly localized protocol since it
requires nodes to know their distance (hops) from the destination.

The first protocol length-energy constrained geographic routing (LCGR) uses a distributed
algorithm to determine optimal paths defined by the above routing formation procedure in
a geographically routed sensornet. The second protocol maz-min energy-constrained geo-
graphic routing (MEGR) finds optimal paths for a simplified ”team version” of the route
formation process while the third protocol threshold-energy constrained geographic routing
(TCGR) uses a threshold constrained heuristic for finding optimal paths. All five protocols
use reverse directional flooding to find optimal routes by combining limited global informa-
tion with local geographic forwarding. While reverse directional flooding involves some extra
overhead and limited node energy, global energy information obtained through this process
ensures a significant tradeoff in terms of balancing energy across the network and network
lifetime.

The key features that distinguish our protocols from other related routing protocols are
summarized below.

e Network lifetime maximization protocols such as [82] require global information on cur-
rent data/packet flow rates from each sensor to sink(s). Linear programming and other
techniques are then used to calculate routes for maximizing network lifetime. These
protocols require significant global network state information and are consequently dif-
ficult to implement. In contrast, the proposed protocols require very limited network
state information to calculate threshold values.

e Since energy is a critical resource in sensor networks, depleted regions, i.e regions with
low residual node energies must be detected and bypassed by routing paths as quickly
as possible. This is analogous to congestion in wired networks. We propose a new
technique for indicating the onset of energy depletion in regions by using energy de-
pletion indicators. We ensure that all five protocols provide energy-balanced routing
by using this indicators in conjunction with threshold energy levels. In fact, the min-
imum energy level of any node in TCGR is continuously bounded below by at most
one packet transmission cost from the threshold value.

e Geographic sensornet routing algorithms such as GPSR [83] and GEAR [86] are well-
known protocols which combine energy aware neighbor selection with geographic for-
warding. The neighbor selection procedure in GEAR is based on a parametric combi-
nation of local information such as node energy consumed to date, and node distance to
destination. While this is a very elegant and easily implementable protocol, there are
situations in which the protocol will be slow to adapt to changing energy distributions,
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due to its predominantly localized nature. For example, consider a region in a sensor-
net which is intersected by multiple routes. Nodes in this region will tend to deplete
energy at higher rates. While GEAR will take a considerable amount of time to avoid
this region through localized rerouting, our proposed protocols using a limited global
threshold mechanism, will be able to detect higher energy depletion rates quickly and
find a new route in comparatively lesser time.

e A potential drawback of protocols such as [86], [83], [88] which use local geographic
forwarding is that significant backtracking is required when a hole is encountered. This
situation is completely eliminated by our first two protocols since packets are forwarded
according to the periodically updated routing table residing at each node.

e In protocols such as [86] [83] [81] [80] [87], a single routing path (typically, the least en-
ergy path) is utilized continuously until a node’s energy is completely exhausted. While
the motivation behind this approach is to save energy consumption at individual sensor
nodes, this might lead to unintended consequences such as the expedited partition of
the network. Our protocols overcome this drawback by selecting new length-energy-
constrained routing paths periodically. ([84] also does this but in a probabilistic manner
for non least-energy cost paths).

We have evaluated our routing protocols using the ns-2 simulator. Simulation results
indicate that all the protocols are enormously effective in reducing energy deviation, thereby
leading to equitable residual energy distribution across the sensor network. Thus the proto-
cols should have a significant impact on sensor network survivability.

5.2 Related Works

There is a large body of existing research on energy-efficient routing protocols for sensor
networks. While most research ([90], [91], [42]) focuses on the energy cost of routing paths
as the critical metric, several recent works consider the issue of routing path lengths in the
context of localization as well. For probabilistic routing protocol where non least-energy
cost paths are chosen periodically to help in energy balancing. Geographic routing, as
described in GPSR [83] and GEAR [86] is a popular technique for reducing the length of
routing paths by restricting the forwarding neighborhood choices of sensors according to
geographic direction. GEAR [86] is a seminal localized routing protocol in which a node
attempts to balance energy across all its neighbors while finding geographically oriented
shortest paths to the sink. In [87], routing has been considered under constraints of packet
reception /packet loss and distance. K. Seada et al. in [87] proposed several packet forwarding
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metrics which outperform geographic forwarding. However, there is no unified analytical
model in the literature that explicitly considers routing under both the constraints of energy
efficiency and path length. In protocols such as [86] [83] [81] [80] [87], a single routing path
(typically, the least energy path) is utilized continuously until a node’s energy is completely
exhausted. [84] overcome this drawback by selecting new length-energy-constrained routing
paths periodically in a probabilistic manner for non least-energy cost paths.

5.3 Analytical Model of Length-Energy-Constrained
Routing

With current technology, communication energy costs typically outweigh processing and
sensing costs in sensor networks. Thus the longevity of a sensor node depends heavily
on the number of routing paths it participates in. Improperly chosen routing paths will
lead to uneven energy consumption across sensors; highly non-uniform residual node energy
might also expedite network partition. Therefore routing protocols between any source and
destination pair must be designed to dissipate energy equitably over sensors.

One possible approach is to prevent low energy nodes from taking part in a route as
long as they are energy-deficient relative to their neighbors. However, a route that focuses
only on energy efficiency may be undesirably long (in terms of hop count) since the lowest
energy-cost path need not be the shortest. Longer paths will result in energy depletion at
more sensors while also increasing delay. While there are several existing protocols in the
literature that focus exclusively on either of these issues, there is no unified analytical model
that explicitly considers routing under both the constraints of energy efficiency and path
length.

In this paper, we model sensors as intelligent agents and propose a decision theoretic
paradigm for solving the problem of finding energy-optimal routing paths with bounded path
length. We propose a framework in which each sensor receives a credit for making a link to
a neighbor. However, it has to pay certain cost for participating in a path and contributing
to the length of the path thus formed. While the credit is a function of residual energy of
neighboring nodes, the cost is a function of the path length. Thus, each sensor makes a profit
(net credit) by making a link to a neighbor. A route is formed as a consequence of decisions
taken by all the sensors. Intuitively, the optimal route should produce the maximum possible
profit for each individual sensor, given the choices of all other sensors. In other words, given
the choices of all other nodes, no node will be better-off by deviating from the current choice
in an optimal path. We now formally define our analytical model.
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Let S = {s1,$2,...,5,} be the set of sensors in the sensor network participating in the
routing formation procedure. Let L; and Ly be a pair of source and destination nodes using
sensors in S as intermediaries!. Data packets are to be routed from L; to L, through an
optimally chosen set S’ C S of intermediate nodes by forming communication links. Note
that we do not consider multicast communication between sets of source and destination
nodes in this paper.

Strategies: Each node has a strategy for making links. A strategy is a binary vector
L = (lix, ligy ooy lii—1, lige1, -y lin), where [;; = 1 (I;; = 0) represents sensor s;’s choice of
sending/not sending a data packet to sensor s;. Since a sensor typically relays a received
data packet to only one neighbor, we assume that a node forms only one link for a given
source and destination pair of nodes. In general, a sensor node can be modeled as having a
mixed strategy [79], i.e., the [;;’s are chosen from some probability distribution. However,
in this paper we restrict the strategy space of sensors to only pure strategies. Furthermore,
in order to eliminate some trivial optimal paths, each sensor’s strategy is non-empty and
strategies resulting in a node linking to its ancestors (i.e. routing loops) are disallowed.
Consequently, the strategy space of each sensor s; is such that Prob. [l;; = 1] = 1 for exactly
one sensor s; and Prob. [l;; = 1] = 0 for all other sensors, such that no routing loops are
formed.

Profit Function: Let [ =1[; x I, X ... x [, be a strategy resulting in a route P from source
to destination node. Each sensor on P receives a profit from participating in this route. The
profit of a sensor s; which links to node s; in P is then defined as:

mi(l) = E; — EL(P) (5.1)

where E; is the residual energy level of node s; and L(P) the length of routing path P. E;
represents a credit earned by s;, thus inducing it to forward data packets to higher energy
neighbors. The parameter £ represents the proportion of path length costs that are borne
by sensor s;. Choosing & as a positive constant or proportional to path length will inhibit
the formation of longer routing paths. Conversely, setting & zero or inversely proportional
to path lengths will favor the formation of paths through high-energy nodes. We choose 7
as a non-zero positive constant for this route formation procedure. Thus each sensor will
forward packets to its maximal energy neighbor in such a way that the length of the path
formed is bounded.

A length-energy-constrained optimal path is defined as the path in which all participating
sensors have chosen their best-response strategy, i.e., the one that yields the highest possible
credit given the strategies of other nodes. This is the optimal Length Energy-Constrained
(LEC) route in the sensor network for the given source and destination pair. Note that the

'Tn general, sensors in S will be simultaneously participating in routing paths between several such pairs.
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process of determining the LEC route requires each node to determine the optimal paths
formed by each of its possible successors on receiving its data. The node then selects as next
neighbor that node, the optimal path through which incurs the highest profit.

We present another alternative payoff model which also encapsulates the path-length
constraint in a different format. In this model, each node pays a proportion of the total
energy consumption along the selected path as a cost. Let | = [} X o X ... X [, be a
strategy resulting in a route P from source to destination node. Let E(P) be the total
energy consumption for this path. Therefore, the profit function is given as:

mi(l) = Ej —=nE(P) (5.2)

Similar to the previous model, n is the proportion of total energy consumption cost
borne by sensor s; and has similar properties. Note that since total energy consumption is
proportional to the path length, this model too encapsulates the process of decentralized
route formation by making sensor nodes cooperate to achieve a joint goal (shorter routing
paths) while optimizing their individual benefits.

Similar to an LEC optimal route,a total-energy-constrained (TEC) optimal path is the
one in which all participating sensors have chosen their best-response strategy. All the
characteristics of a TEC optimal path are the same as that of an LEC optimal route.

Theorem 3 Let P be the optimal LEC route for a pair of source and destination nodes in an
arbitrary sensor network. Computing P is NP-Hard. Similarly, computing a TEC optimal
path is also NP-hard.

Proof: We will prove this theorem for an LEC route by reduction from Hamiltonian path.
Our proof relies on constructing a specific example of a network with a particular source and
destination pair, in which an optimal path contains a Hamiltonian path as subpath.

Consider an arbitrary graph G; = (Vi, E;) where V] = vy, v9,...,v,. We construct a
sensor network G = (V, E) as shown in Figure 5.1 with the following parameters: The vertex
set V' is the union of vertex set V; and nodes S, A and D, S and D being the source and the
destination correspondingly. The edge set E is the union of disjoint edge sets F; , Fy and
(A, D) where Ey = (S, v;) |[J(vi, A) for all 4. Let the energies of all the nodes in G; be n + e
and that of node A be e, where e > 1. In this case, after getting a packet from S any node
in G has two choices: a) forward the packet to A, b) forward the packet to any node in Gj.
Let &€ = 1 for sake of simplicity. In case a), the profit of this node is e — 3. In case b), the
maximum path length possible is n 4 2 if there exists a Hamiltonian path in G;. Hence, the
minimum possible profit of each node in G, is n 4+ e — (n + 2) which is greater than e — 3.
Therefore, the optimal path from S to D consists of a Hamiltonian path in GG if there exists
any.
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Figure 5.1: An optimal LEC path is NP-hard.

With a similar reasoning, we can prove that computing a TEC optimal path is also
NP-hard. |

Theorem 4 Let S be any sensor network in which sensor are restricted to following a ge-
ographic routing regime. In other words, the strategy space of each sensor includes only
those neighbors geographically nearer to the destination than itself. Then P can be computed
in polynomial time in a distributed manner. The result holds for a TEC optimal path as
well.

Proof: Due to space limitations, we only provide an outline of the proof. Section 4.2
describes our protocol for calculating the optimal path P which can be obtained in O(N+FE)
steps for an arbitrary N-node geographically routed sensor network with £ edges. The result
hinges on the observation that in a geographically routed network, the intersection of all
feasible paths from the source to a node s; and from s; to the destination node is exactly
s;. Thus one can compute the union of optimal paths from source to sensor and sensor to
destination. [
Next, we identify sufficient conditions under which the optimal LEC path coincides with
other commonly used routing paths. For brevity, we state these results without proof.
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Proposition 9 Let E!  and E' . denote the mazimum and minimum neighbor node en-

ergies at sensor s;. Then the shortest path from Ly to Lo will be optimal if

Erae — Epin, < £(3S) (5.3)

max

holds at each sensor node s; on the shortest path, where (6S) is the difference between the
shortest and second shortest paths from s; to Lo.

Proposition 10 Let the maximal-energy neighbor path denote the one obtained by following
the mazimal energy nodes from Ly to Ly such that a path is formed. Then we have, The
mazimum enerqgy neighbor path will be optimal if

(0E) > &(ln — 1s) (5.4)

holds at every node s; on the path, where (0F) is the difference in energies between the
mazimal and second mazrimal neighbors of s; and, l, and ly are the lengths of the mazximal
energy and shortest paths from s;, respectively.

5.4 Distributed Protocol Implementation

In the previous section, we have mentioned that in a geographic routing regime, an LEC
optimal path can be computed in polynomial times in a distributed manner. However,
such an algorithm will require a lot of state information to be stored in each sensor node,
thereby increasing overall energy consumption. In this section, we propose and describe
three different nearly stateless and scalable protocols for finding an energy-efficient route
and balancing energy across the sensornet as a concomitant side-effect. This section is
divided into three subsections, each subsection describing a protocol.

5.4.1 Length-energy Constrained Geographic Routing Protocol
(LCGR)

This protocol is a distributed implementation of the optimal LEC route formation process. In
this protocol, each node calculates its highest profit according to the model described above
and form the optimal path. Since node energy levels are changing continuously in a sensor
network due to sensing, processing and routing operations, both the optimal path and the
threshold need to be recomputed periodically. Thus the proposed protocol operates in two
different phases: data transmission and path determination. During the path determination
phase, the calculation of the optimal path and the threshold value takes place. The protocol
is described below in details:
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Data Transmission Phase: During this phase, data packets are transmitted from a source
node L; to a destination node Ly through the optimal path (with least energy weakness).
Each data packet also potentially collects information about the energy consumption en
route, by keeping track of residual energy levels of nodes on the path. When energy levels of
a given critical number of nodes fall below a certain threshold, the data transmission phase
ends and the new optimal path determination phase begins.

The fundamental steps of the data transmission phase are as follows:

e Each data packet is marked by the source node with the geographical position of the
destination node and with a threshold value th. Each data packet contains a special
n-bit Energy Depletion Indicator (EDI) field, where n << packet size.

e Each sensor node receiving a data packet determines whether its energy level has fallen
below the threshold th. If so, and the EDI field in the data packet is not exhausted,
the node sets a single bit in the EDI field. Then it forwards the packet to the best
next-hop neighbor according to its routing table. We assume that before the network
starts any activity, all ordinary sensor nodes have the same energy level. Therefore,
during the first data transmission phase, the best next-hop neighbor of a node is the
one which is geographically nearest to the destination node. In all other phases, the
routing table is updated according to the optimal LEC path calculation.

e If the destination node gets a data packet with all n bits in the EDI field set to 1, it
triggers a new optimal path selection procedure. Note that the length of the EDI field
is an emperical value that must be chosen carefully, as discussed in section 5.2.

Calculation of the Threshold Value: The threshold value th plays a very important role
in the data transmission phase since it is used to provide an approximate indication that the
current optimal path has become obsolete. Intuitively, th must be a function of the current
residual node energy levels in the network. In this paper, we use the following function for
all three protocols:

th=0 Enn (5.5)

where 0 < 8 < 1 and E,;;, is the maximum of minimum node energy levels on all geographic
routing paths to the destination L,. Since E,,;, changes with time, the threshold is recal-
culated in each path determination phase, consistent with the current energy distribution
across the network.

Path Determination Phase: This phase begins when the destination node receives crit-
ical EDI information and ends when the source node has updated its routing table and
recalculated the threshold value. The principle steps are as follows:
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e The destination node L, triggers this phase by flooding the network with control pack-
ets along the geographic direction of the source node L; (Figure 5.2). Note that this
reverse directional flooding occurs in the direction opposite to that of data transfer.

e Each node forwards exactly one control packet to all its neighbors in the geographic
direction of L;. Fach control packet contains three fields: the given node’s residual
energy level, a length field L(P) that indicates the length of the current optimal par-
tial path from that node to L, and a max-min energy field FM, that indicates the
maximum of the minimum node energy levels on all partial paths to Ly originating at
the given node. L(P) is calculated in the iterative way described below.

e On receiving the first control packet, each node sets a timer for a prefixed interval T'.
This time-period should be large enough for the node to receive future control packets
from all or most of its upstream neighbors (corresponding to different partial paths
from the upstream nodes to Ls), but not so large as to cause high delays. With each
arriving control packet, the node calculates, updates and stores the highest £ — &£L(P)
value seen so far, where E and L(P) are the residual energy level and optimal partial
path length to Ly from that upstream neighbor. It also updates and stores the highest
E M, value seen so far. Howewver, if its own energy level E; is lower than all these EM,,
values, it stores F;. With each control packet, the given node also updates its routing
table for destination Ly to point to the node from which it will receive the highest
profit. Note that the choice of thisoptimal neighbor is independent of partial path
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lengths from L; to the given node and is in fact the upstream node with the highest
E — £L(P) value .

e When its timer expires, this node creates a control packet with L(P) field set as the
length of the current optimal partial path to Ly (via the highest profit neighbor). The
control packet also contains the current £ M, and residual energy fields and is forwarded
to all its neighbors in the geographic direction of L;. Control packets arriving after
the timer expires are discarded.

e Eventually, L; begins receiving control packets and sets its timer. Its value of T can be
determined in many ways depending on the specific requirements of applications. In
this paper, we calculate 7" to ensure that most of the paths from L; to Ly are included
in the optimality calculations. If (Dj,,) is the maximum transmission delay between
two nodes, the value of 7" is determined as (MINHQOP * Do), where MINHOP is
an estimate of the shortest path from L; to Ly. This value can be estimated a priori
using GPSR routing [83] before the first data transmission phase. Note that the given
value of T allows control packets from paths up to twice the length of the shortest path
to be forwarded to L;. Also note that D,,., is a function of the specific MAC-layer
protocol being implemented in the sensor network. Finally, when the timer expires at
L., it sets its routing table and calculates the new threshold value th using E,,;, as
the highest received E'M, value. The next data transmission phase can now begin.

5.4.2 Max-min Energy-constrained Geographic Routing Protocol
(MEGR)

For comparative purposes with LCGR, we consider an alternative protocol implementing
a simplified ‘team’ version of the original LEC route formation procedure. MEGR has the
same overhead as LCGR but computes optimal paths using the following team path heuristic:
each node on a path shares the profit of the worst-off node on it. Formally, let £ be the
set of all distinct paths from a particular source and destination pair. Let E,,;,(P) be the
smallest residual energy value on path P. Then the max-min optimal path is defined as:

A

P = argmaxpe (Bnin(P) — € [P)) (5.6)

For simplicity, we set £ to zero. However, the protocol can be easily implemented for non-
zero values of £&. We interpret the optimal path under this condition as follows: Given any
path P, the durability of the path is inversely proportional to F,;,(P). A path with lower
average energy but higher minimum energy should last longer than a route with the opposite
attributes since the least energy node is the first to terminate and make that route obsolete.
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The inverse of the minimum node energy on a given path reflects the energy weakness of
the path. Thus MEGR will select an optimal path with the least energy weakness. The
protocol is implemented in the same manner as LCGR with data transmission and path
determination phases.

5.4.3 Min-range Energy-constrained Geographic Routing Proto-
col (REGR)

We present an alternative path optimality criteria which defines an optimal path as the one
on which the energy difference of the maximum energy node and the minimum energy node
is the minimum. Formally, let £ be the set of all distinct paths from a particular source and
destination pair. Let E,,;,(P) and E,,.,(P) be the smallest and the highest residual energy
value on path P respectively. Then the min-range optimal path is defined as:

A

P = argming. ;(Emaz(P) — Emin(P)) (5.7)

Note that a min-range optimal path too has the objective of keeping the residual energy
distribution uniform. This heuristic can be implemented in the same way as MEGR.

5.4.4 Threshold-energy Constrained Geographic Routing Proto-
col (TCGR)

In the two protocols described above, an optimal route is found in the path determination
phase. This route is fixed until another path determination phase is triggered by the energy
depletion indicator. However, it may happen that only one (or very few) node(s) in a route
become critically energy-deficient. A new path selection procedure will not be initiated until
all bits of the energy depletion indicator are set to one which is unfair to the given node(s).
To overcome this drawback, we propose another protocol with the same max-min energy
metric controlled by two threshold-energy values. TCGR differs from the other two proto-
cols in that two threshold values are calculated during the threshold determination phase
while the optimal path is determined during the data transmission phase. The key steps of
TCGR are described below:

Data Transmission Phase:

e Each data packet is marked by the source node with the geographical position of the
destination node and with two threshold values ming, and maz;,. These two threshold
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values are defined as:

ming = o« Epp, 0<a<l1 (5.8)

1
mary, = p Mming, 1<p< o (5.9)

Note that E,,;, is the max-min residual energy of all geographic paths from the source
to the destination. « is an ‘inverse’ density parameter that impacts the the set of
feasible threshold bounded routes to the destination.

Each sensor node receiving a data packet forwards it to that neighbor with energy level
higher than miny, which is geographically closest to the destination.

If all neighbors that are closer to the destination have energy level below miny,, i.e.,
when there is a hole, a node selects a neighbor whose energy level is highest above miny,.
When there is no such neighbor, the node sends back the packet to its predecessor with
a special message that the path is blocked. The predecessor node updates its routing
table by placing the next best geographic neighbor as the next-hop and forwards the
data packet to this neighbor. Note that there is a certain amount of backtracking
involved which contributes to energy inefficiency. This is because we always to attempt
to select the shortest path first. However by appropriate choice of parameters as
described in section 5, the amount of backtracking can be reduced.

If the source receives a blocked data packet, this implies that a new threshold value
miny, must be computed, as described in the next section.

Each sensor node receiving a data packet determines whether its energy level is below
another threshold mazxy,, a function of ming,. If the energy level of the node is below
maxy, and if the n bit EDI field in the data packet is not exhausted, the node sets a
single bit in the EDI field.

If the receiver node gets a data packet with all n bits in the EDI field set to 1, it
triggers a new selection procedure for mainyy,.

Alternately, if the destination receives m data packets with at least one bit in the EDI
field set to 1 a new selection procedure for ming, is triggered. Note that a single node
on the current path with energy level below maz;, continues to remain on the path
until its energy level falls below miny, ( At this point packets are rerouted around this
node ). We want new thresholds to be computed when multiple nodes sequentially fall
below ming,( Note that this scenario is not captured by the previous protocols). Let
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k < m be the approximate number of transmitted packets required for a node’s energy
to fall from max, to ming,. Choosing m = kn will ensure that new thresholds will be
computed in case of sequential energy depletions.

Note that the protocol as described above bounds the minimum energy level of any node
from below by at most one packet transmission cost from min,. As soon as a node’s energy
falls below this value it is cut off from participating until a new threshold is computed.

Threshold Determination Phase: During this phase, the current value of E,,;, is calcu-
lated using a procedure similar to the one described in the path determination phase of the
first two protocols.

5.5 Selection of Parameters
There are two main issues related to practical implementation efficiency of our protocol.

e To avoid unnecessary energy expenditures, control packets must be prevented from
hanging around the network after the path determination phase. The parameter MIN-
HOP serves this purpose.

e There is a tradeoff between energy consumption involved in flooding vs the gain in
network lifetime due to equitable energy distribution among sensors. Therefore, fre-
quency of invocation of the path determination phase is an important parameter. We
experimentally model this using 5, EDI, o and p as described later.

5.5.1 Selection of Energy Depletion Indicator

The length of the EDI field determines the maximum number of critical nodes allowed during
a data transmission period, thus regulating the duration of this phase. This parameter is
empirical and can be modified by the source at the beginning of each data transmission
phase using the following rule:

EDIcurrent =7 EDIprevl + (1 - ’Y) EDIprer (510)

where 0 < v <1 and EDI,.¢,; and EDI.,, are the previous values of the EDI field. v
should be chosen according to the specific requirement i.e. whether the duration of the data
transmission phase should be increased or decreased and to what extent.
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Figure 5.3: Possible Control Packet Optimization

5.5.2 Selection of 8, a and p

In LCGR and MEGR, data transmission ends when residual energy levels of at least n nodes
on the current path fall below threshold ¢th. The smaller the value of 3, the larger the useful
data transmission phase. In TCGR, the value of miny, is proportional to o. Lower values of
« will increase the number of feasible paths from source to destination nodes. However, this
will also undesirably increase the number of energy deficient nodes participating in routes.
Similarly p and the length of the EDI field control the duration of data transmission, since
reverse directional flooding starts when the residual energy levels of at least EDI number
of nodes participating in the path fall below threshold maz;,. Therefore these emperical
parameters should be carefully determined using observed energy depletion rates and traffic
patterns.

5.5.3 Overhead Due to Reverse Flooding

The proposed protocol uses reverse directional flooding to determine a new optimal path.
The advantage of using directional flooding over general flooding is that packets being for-
warded only in a single direction produces less overhead. The following proposition gives an
estimate of the overhead due to directional flooding in terms of number of control packets.
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Figure 5.4: Simulation Topology

Proposition 11 In a geographically routed wireless sensor network with arbitrary topology
and V' nodes participating in the reverse flooding phase, exactly V control packets are trans-
mitted.

Proof: Note that V', the number of nodes particpating in reverse flooding is expected
to be < N, the total number of sensor nodes in the network. During the reverse flooding
phase, at each node, only one packet becomes the winner among all the packets received by
the node from its neighbors. All other packets are discarded. Each node then broadcasts the
same packet to all of its neighbors that are in the geographic direction of the source node.
Thus, a total of V' nodes will send at most V' broadcast packets. [

Note that in a mesh topology, the actual number of control packets transmitted during
the path determination phase can be reduced further. Consider the following situation shown
in Figure 5.3. In this portion of the mesh, node A sends control packets to nodes B, C and
D. If B receives the packet from A before its timer expires and if the energy value on this
packet is the winning value at B as well, then B does not need to send this packet to node
C (which has already received a copy of the same packet from A). In this manner, the total
number of control packets can be further reduced.

5.6 Performance Evaluation

The main objective of our protocols is to gradually balance unfair energy consumption across
the network and improve network lifetime as a consequence. However, there is no precise
metric which measure effectiveness of energy balancing over network lifetime. To evaluate
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Figure 5.5: Range of residual energy levels across the network with GPSR, GEAR, LCGR,
MEGR, REGR and TCGR

performance of our protocols, we use the following metrics which reflect dispersion of energy
consumption across a network and an estimate of network lifetime in terms of percentage of
completely exhausted nodes.

e Variance of energy level: The variance of the energy levels of all the nodes is the
primary measure of dispersion. A high variance indicates higher energy consumption
at some of the nodes compared to others.

e Range of energy level: This metric measures the difference between the energy levels
of the maximum energy node and the minimum energy node over the whole network.
A large value for this range is a result of unfair distribution of routing load among the
nodes.

e Minimum energy node in the network: This metric is related to the above two
metrics. The energy value of the minimum energy node affects the variance and range
of the energy values. A lower value of energy for the the minimum energy node indicates
that the energy consumption is not balanced in the network.

e Time elapsed before a specified percentage of node dies: This metric gives an
estimate of network lifetime under the assumption that with more than 25 percent of
completely exhausted nodes a network is no longer usable.
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Figure 5.6: Minimum residual energy levels across the network with GPSR, GEAR, LCGR,
MEGR, REGR and TCGR

5.6.1 Experimental Setup

In our simulation we have 104 nodes in a 1000 x 1000 square meter area, with one node at
each grid point of an 8 x 13 square grid. Figure 5.4 represents the network topology we have
used for evaluating our routing protocols. There are four pairs of source and destination
nodes, namely (D,B), (E,A), (E,C) and (F,C). The underlying sensornet MAC protocol is
TDMA based with source nodes D,E, and F generating packets at a uniform rate. Nodes D
and F generate one packet every two frames. Node E gnerates a packet every frame with
alternate packets destined to A and C.

We run the simulation for 8000 seconds and compare our five protocols LCGR, MEGR,
TCGR, REGR and TEGR with each other and also with two well-known geographic routing
protocols GPSR [83] and GEAR [86]. In GEAR, a node N; dynamically chooses its minimum
cost neighbor for forwarding its packet, where costs are parametrically estimated based on
neighbors’ geographical positions and energy levels as ¢(N;) = k d(N;, R)+(1—k) E(N;, R).
Here R is the target region and d(N;, R) and E(N;, R) are the neighborhood-normalized
distance to destination and normalized energy consumed at N; respectively [86]. In our sim-
ulation we use this routing strategy for source-to-destination communication with parameter
K set to 0.5 and compare it with our routing protocols.

These experiments are carried out on our simulation test-bed, which is an extension of
Sensorsim [85]. The routing layer has been modified to implement our proposed protocols.
In our simulations, reverse directional flooding is initiated in TCGR, LCGR and MEGR
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when a destination node receives a sensor data packet indicating that at least three sensor
nodes have energy values less than the threshold ¢th. For the four protocols LCGR, MEGR,
REGR and TEGR we use 8 = 0.9. For TCGR « is set to 0.8 and p = 1.1.

5.6.2 Results and Analysis

We assume that before the network starts any activity, all ordinary sensor nodes have the
same energy level. Therefore, in the very beginning, energy distribution is uniform across
the network. When a network becomes active, the energy distribution across it gradually
becomes non-uniform since nodes participating in a route inevitably consume more energy
than other nodes. A protocol which uses a fixed path until one node in the route is com-
pletely drained results in a network energy distribution with high deviation. On the other
hand, LCGR, MEGR, TCGR and REGR try to adapt to dynamically changing routes and
gradually balance energy distribution across the network. Therefore, it is expected that the
dispersion measures produced by our protocols will increase at a very slow rate with time. As
a consequence, LCGR, MEGR, TCGR and REGR should result in longer network lifetime,
where lifetime is defined in terms of a given percentage of nodes dying out.

Results of our simulation comparing performance of our protocols with that of GPSR
and GEAR reflect this outcome. Figures 5.5, 5.6 and 5.7 show that all of our protocols
produce smaller dispersion in energy levels. Figure 5.5 illustrates the range of node energy
distributions across the network over time, under all four protocols. It can be seen that as
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time proceeds, range of energy distribution produced under GPSR and GEAR increase at
much higher rates compared to LCGR, MEGR and TCGR. Figure 5.6 shows that minimum
residual energy level is higher under LCGR, MEGR, TCGR and REGR than under GEAR
and GPSR. Similar results are achieved in Figure 5.7 when the variance of residual energy
distribution is used as a performance metric. The higher variance under GPSR and GEAR
indicates that a significant number of sensor nodes are being treated unfairly with network
traffic being concentrated at fewer nodes. This might expedite partition of the network due
to energy depletion at critical nodes. Under all the three metrics mentioned above, GPSR
produces the worst performance since it uses a fixed route until a node’s energy is completely
drained out. GEAR performs better than GPSR because it dynamically changes routes
using local network state information. Our protcols TCGR, LCGR , MEGR and REGR
yield better performance than GEAR because they dynamically change routes using limited
global knowledge combined with local information, whereas GEAR is a predominantly local
protocol. Among the five proposed protocols, for the metrics of energy range, minimum
energy and deviation, MEGR outperforms the others because it always uses the ‘strongest’
energy path (the path with least weakness) unconstrained by path length. Both LCGR
and MEGR perform better than TCGR since TCGR produces less-optimal paths computed
using threshold energy levels.

Figure 5.8 shows the time for specified percentages of nodes to die under all five proto-
cols. According to this graph, our protocols perform better than both GEAR and GPSR.
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Although initially MEGR has the best performance, after a long period of time the number
of nodes that die under MEGR is higher than TCGR, LCGR and REGR. This is because
MEGR uses longer paths involving more number of nodes and producing higher overall en-
ergy consumption. Figure 5.9 shows the percentage of nodes dead at the end of different time
intervals under the five protocols. This also indicates that performances of LCGR, TCGR
and REGR become better with time compared to MEGR.

5.7 Conclusion

We describe a decision-theoretic paradigm for source-to-destination routing in a clustered
sensornet architecture in which cluster heads utilize underlying network infrastructure for
communication. The four protocols i.e., LCGR, MEGR, REGR and TCGR find length-
energy-constrained optimal paths corresponding to the equilibrium of the route formation
process. They also balance energy consumption across the network by selecting new opti-
mal paths periodically. The simulation results indicate effectiveness of these protocols for
enhancing network survivability.



Chapter 6

Summary of Thesis and Future Work

6.1 Summary of Thesis

The thesis titled as ” Active Security Mechanisms for Wireless Sensor Networks and Energy
Optimization for Passive Security Routing” focuses on various security aspects of wireless
sensor networks deployed in a hostile environment and subject to enemy attack. We consider
two types of security mechanism - active and passive. Active security mechanisms provide se-
cure protocols, encryption methods and security hardware while passive security mechanisms
in a sensor network aims at making conditions suitable for implementation of suitable active
security mechanisms. We consider three different problems - the bootstrapping problem,
secure data aggregation and energy-optimized routing. We review corresponding literature
and provide solutions that outperform the existing solutions.

Establishing a secure communication infrastructure among a collection of randomly de-
ployed sensor nodes is known as bootstrapping problem. Key pre-distribution is the most
feasible and efficient solution for this problem. In this dissertation, we propose a novel
solution to the key predistribution problem (labeled 2-Phase key predistribution) that ex-
ploits the connectivity and capture-resiliency properties of loading sensor nodes with a com-
bination of randomly derived and inherited keys. We evaluate our solution by analytically
developing novel quantitative metrics that measure the key predistribution schemes’ security-
performance tradeoffs in terms of the network resiliency to node/key capture, the number
of available secure links and the key (memory) requirement per node for a given level of
connectivity. We compare the network connectivity and security performance and show an-
alytically and through simulations that the proposed 2-Phase scheme strongly favors highly
secure large-composite key communication and is more resilient to node capture than the ran-
dom scheme. We first show analytically that the invulnerability of an arbitrary ¢-composite
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communication link to any number of node captures is higher in our scheme. We also derive
analytical results for measuring the vulnerability of a g-composite link to single-node capture
assuming adversaries who can use captured-key knowledge network-wide as well as locally
and show that the 2-Phase scheme is more resilient. Finally, we present simulation results
that show the number of exclusive keys shared between two nodes is higher while the number
of g-composite links compromised when a given number of nodes are captured by the enemy
is smaller under the 2-Phase scheme.

Secure data aggregation is another challenging research issue in wireless sensor network-
ing. In this dissertation, we address the problem of enabling correct information aggregation,
given that a fraction of the aggregators and ordinary sensors might be faulty or compro-
mised. We divide the problem into two parts: a) a fraction of sensors are faulty/corrupt
and an aggregator needs to detect inaccurate information; b) a fraction of aggregators are
faulty /corrupt and the user needs to detect the corruption and accept only the true result
with high probability. For the first part of the problem, we propose a nodel probabilistic data
accuracy model which enables an aggregator to estimate accuracy of each sensor reading by
exploiting the fact that sensor readings are spatially correlated. We propose a novel algo-
rithm which computes a weighted aggregate of data by attaching less weights to the sensor
readings which are more likely to be wrong according to the proposed data accuracy model.
We show by simulation that the weighted aggregate is more accurate than a simple aggre-
gate. In the second part, we consider the problem of data aggregation when an aggregator
is faulty /corrupted. We propose a multi-aggregator setup where a set of aggregators collect
and aggregate data from the same region and send the information to the user. This enables
the user to detect any corruption, thereby saving huge amount of energy. We propose several
mechanisms which enable a user to accept the true aggregated value from an aggregator with
correct readings with high probability.

Lastly, we consider the problem of energy-optimized routing which must distribute energy
consumption uniformly across the network in order to prevent premature network partition.
We model this problem of finding energy efficient routing paths with bounded lengths using
a decision-theoretic paradigm in which routes are chosen using profit functions calculated at
each sensor. The profit function is defined in such a way that it induces each node to link to
the healthiest possible node while forming short paths. These two factors ensure that only
a small number of relatively healthy nodes participate in routing, thereby reducing overall
energy consumption and potentially delaying network partition. We define length-energy-
constrained (LEC) optimal path as a path in which each sensor selects its best possible
strategy given the choices of all other sensors. While computing this path is NP-hard in
arbitrary sensor networks, we show that it can be found in polynomial time (in a distributed
manner) in sensor networks operating under a geographic routing regime. However, the
distributed algorithm requires a lot of state information to be stored in each sensor. We
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propose a nearly stateless, scalable and easily implementable distributed protocol which ap-
proximately calculates an LEC optimal path. We also propose other protocols as well to
calculate optimal paths under some variations of the proposed profit function. The first
protocol length-energy constrained geographic routing (LCGR) uses a distributed algorithm
to determine optimal paths defined by the above routing formation procedure in a geograph-
ically routed sensornet. The second protocol maz-min energy-constrained geographic routing
(MEGR) finds optimal paths for a simplified "team version” of the route formation pro-
cess while the third protocol threshold-energy constrained geographic routing (TCGR) uses
a threshold constrained heuristic for finding optimal paths.

6.2 Future Work

There is a broad variety of security aspects of wireless sensor networks that are still un-
covered. While my long term goal is to explore those aspects for future research, there are
immediate scopes of improving the solutions provided in this thesis.

e Two-phase key distribution:

— While we have compared this scheme with the random key pre-distribution, we
still do not know whether it outperforms the other schemes in the literature (e.g.,
pairwise key distribution schemes).

— We have evaluated resiliency of our scheme to multiple node-capture only by
simulation. In future, we aim at providing some analytical insight for this problem.

e Secure weighted data aggregation and accuracy verification:

— We need to provide an analytical framework to evaluate the performance of the
weighted data aggregation algorithm.

— We did not provide any mechanism to determine the parameters involved in the
accuracy model. We have evaluated them only by simulation. Although these
parameters are application-specific, we need to provide some general guidelines
so that the values of these parameters can be determined.

— Solutions for detecting a compromised aggregator in a multi-aggregator setup
depend on some strict assumptions on sensor reading. In future, we need to
provide a more general solution without those assumptions.

— We aim at providing a cost analysis of the algorithms presented in this thesis.
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e Energy-optimized routing:
— We need to address the complexity issues of the algorithms provided for length-
energy-constrained routing.

— In future, we want to provide analytical framework of energy savings by the
algorithms presented here.
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